B8 Ref. Ares(2025)5221971 - 30/06/2025

Call: HORIZON-HLTH-2022-TOOL-11
Topic: HORIZON-HLTH-2022-TOOL-11-02

Funding Scheme: HORIZON Research and Innovation Actions (RIA)

Grant Agreement no: 101095435

RERALM

Deliverable No. 4.4
Standard Data Quality Framework (SDQF)

Contractual Submission Date: 30/06/2025
Actual Submission Date: 30/06/2025

Responsible partner: P3: MINDS

Funded by
the European Union




REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

Grant agreement no. 101095435

REALM - Real-world-data Enabled Assessment for health
regulatory decision-Making

Project full title

Deliverable o D4.4

Deliverable title Standard Data Quality Framework (SDQF)

Type? R — Document, report

Dissemination level? PU

Work package number WP4

Work package leader P1-UM

Author(s) Nikolaos Ntampakis (MINDS), Georgios Tsoumplekas (MINDS),

Christos Vasilakis (MINDS), Vasileios Gavresis (MINDS), Nikolaos
Moschos (MINDS), Dimitra Dichala (MINDS), loannis Makris
(MINDS), llias Sinisioglou (MINDS)

Chang Sun (UM)
Janaki Raman Rangarajan (VPH)

Keywords Medical Device Software, User Requirements, System
Requirements, Stakeholders, Actors, Standard Data Quality
Framework

Funded by the European Union. Views and opinions expressed are however those of the author(s)
only and do not necessarily reflect those of the European Union or the European Health and Digital
Executive Agency (HaDEA).

Neither the European Union nor the granting authority can be held responsible for them.

Document History

Version [Date Description

V0.1 05/May/2025 Table of Contents

V0.2 27/May/2025 Preliminary input provided by partners

V0.3 10/June/2025 Contributions by all partners completed

V0.4 10/June/2025 Document provided for internal review

V0.5 19/June/2025 Document with reviewer feedback addressed
V0.6 19/June/2025 Final version released for submission

1 Type: Use one of the following codes (in consistence with the Description of the Action):

R: Document, report (excluding the periodic and final reports)
DEM: Demonstrator, pilot, prototype, plan designs
DEC: Websites, patents filing, press & media actions, videos, etc.

2 Dissemination level: Use one of the following codes (in consistence with the Description of the Action)
PU: Public, fully open, e.g. web
SEN: Sensitive, limited under conditions of the Grant Agreement



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

Table of Contents

EXECULIVE SUMIMIAIY ... ittt e ettt e e e e e et eeb e e e e eeeeeas s s e eeeeeaeenaaeeeeeeeeenennns 7
R 10N i o o [¥ ot i o] WU PP P TP PPPPPPPPPO 8
1.1 Purpose of the Deliverable ... 8
1.2 Relation with Other Work Packages, Tasks and Deliverables...........cccccccciiiiii, 8
13 Structure of the DOCUMENT .......uiiiiiiiiee et e e et e e e e e s sereeees 8

2 MEthOdOIOBY oo, 10
2.1 User Requirements Collection ... 10
2.2 System Requirements COHECTION ......uuuuueiee s 11
2.3 Stakeholder IdentifiCation.........cocorciiiiiiiiiiie e 11
2.4 Creation of Multi-Disciplinary Advisory Board.........cccccecoooeieieioiiiiciececccecc s 12

3 USEr REQUITEMENTS ...oiiiiiiiiiiiiieeeeeceeiiiiie e e e et e eettibes s e s e e e eeeabba s s e e eeaeaeaaaasseseeeeeesssssssseeeeennnssnnnnsnns 13
3.1 0L =T = To [T €= 0 =] o L PP TP PPPTPPPPRR 13
3.2 Security & Privacy REQUITEMENTS .....ccvvuiuiiieieiiiiiiiiiiine e eeceeriiee s e s e e eeeeare s e e e e eeeaaaaanneeeaanees 19
3.3 Ethical, Privacy & Data protection Requirements.........ccccccciiiiiiiiiii, 23

4  System Requirements and Architecture BlUEPIiNtS..........uuuuiiiiiiccc s 26
5  Stakeholders & Actors in the Medical DOMaiN .......coocuiiiiiiiiiiii e 30
5.1 Stakeholders in the Medical DOMaiN......c.ocviiiiiiiiiieiiee e 30
5.1.1 Healthcare Organizations (Health Services/Hospitals) .......ccccoevvveeeiiieeeeiiiviee e, 32
5.1.2 Health Industries / Business & INNovation ClUSTErS..........cuvvvviiiiiiiiiiii 32
513 Research Centres / UNIVEISITIES ....ouuuviiiiiiiieeeeeeeeee 33
5.1.4 Governments / Regional — AUthOFItIES ........uvveeeiiiiiiiiiieeee e 33
5.1.5 Oversight / Regulatory / Notified BOdIi€s .........cceeeeeiiiiiiiiieieeieeiicciiieeeee e 33
5.1.6 Patient Groups / Healthcare CoNSUMEr GIrOUPS.....cceeeeeeeeciuvreeeeeeeeeeccciirreeeeeeeeeenvveeess 33
5.1.7 NON-Profit GroUPS / NGOS ....ccceeeiiiiiiiiiiee ettt e e e e et e e e e e ear e e e e e e e e eeaarreeees 33
5.1.8 Health Technology Assessment (HTA) AGENCIS.......ccceeieiiiiiiiiiii, 34
5.1.9 Health Professional SOCIELIES .......c.ueiiiiiiiiiiiiee e 34
5.1.10  Healthcare NETWOIKS ........ueiiiiiiiiee ettt et e e e s 34
5.1.11  Professional CoNSOMTIa .......eeiiiuiiieiiiiieee ettt et e e e s 34
5.1.12  INSUIANCE COMPANIES . .cciutuiieiiiieieeiiiie et ettie e ettt e e eetteeeeeaaeeeraaansseataneeresnseernsnnseennnnnaees 35

5.2 Actorsin the Medical DOMaiN......ccooiuiiiiiiiiiei ettt ettt e e e e e s 35
5.2.1 ClINICIANS / CArBIS wuveeieeeeeeeeeeee e ettt e e e e e ettt et e e e e s e et teeatr e sseeeesaeaaraesseeeeeeeannses 36
5.2.2 Hospital Managers / EXECUTIVES .........uveeeiieeiiiiiiiiieeeee e ettt e et e e e e e eeavaeees 36
5.2.3 Policy Makers / Public Decision Makers / Policy AdViSOIS ............cooveeviuveeeeeeeeeeecnnnnen. 37
5.2.4 NOTLITIEA BOGIES ...ttt ettt st e e st e e s sabeee e e 37
5.2.5 Healthcare Providers...........eeiiii it e e e 37
5.2.6 Product Makers / Application DevelOpers ........ccueeeeeeeeiecciiieeeeee e 37



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

5.2.7 Principal INnvestigators / RESEAICNErS.........cccicvieeiiiiiee e ecireee et e e ectre e e e iree e e e raee e 37
5.2.8 Patient AdVOCAES ..cceeeeeeieeeee e et e e e s e e e e e s 38
5.2.9 HTA Patient and Public Involvement Coordinators ..........cc.eveeeeeeeeiniiiiiieeee e, 38
5.2.10  Appraisal COMMItEEES . ...uuiiiiiiiiiiiiiiiiiiiiieeeeeeeeteeeeeereeeereeereerereeeeeeararrreeeeearerrrerrrrrrrrrarare 38
00 B R 1 o) 4 =T o] <] ¢ L= T U PP OT PR UPPPRRPPPRt 38

6  Standard Data QUality FramEWOrK..........uuueeiiiiieiiiiiiieiiiiieeteeeseerrereerereerereeereeeererr——————.. 39
6.1 EValuQtion DIMENSION .. ..eeeiiiiiiiie ettt ettt e et e e e e e s st e et e e e e e s s sanbbeeeeeeeeens 39
6.1.1 QUANEItAtiVe DIMENSIONS. ....uuiiiiiiiiii s 42
6.1.2 QUAlTLAtiVe DIMENSIONS ....eeveiiiiiiiie et e s e e s 44

6.2 INICATIVE RESUITS.....ceiiiiiiiiiiieee ettt e e nreee e 47

A o 13T [V 1Y T o IO SRS P TSP PPPPR P 52
8 REFEIENCES ...ttt e s e e 53
9  Annex: REALM User Requirements TEMPIAte .......vvviiiiiiiiiiiiiiiiiiiiieiiisieeeieesseeessrsssssesesssssrreeen. 54
10 Annex: REALM System Requirements Template ........cccceiiiiiiii 60
11 Annex: REALM Stakeholder & Actor QUESTIONNAIIE.........cuvveiiiiiieieiiiee e 68
12 Annex: SDQF Qualitative Dimensions QUESTIONNAINE. .........eeeviuieierriiire e 81

List of Abbreviations and definitions

Al Artificial Intelligence

CcT Computed Tomography

D Deliverable

EHR Electronic Healthcare Records

FAIR Findable, Accessible, Interoperable, and Reusable
GDPR General Data Protection Regulation
HTA Health Technology Assessment
MDSW Medical Device Software

M Month

MAB Multi-disciplinary Advisory Board
NDA Non-Disclosure Agreement

SDQF Standard Data Quality Framework
T Task

WP Work Package



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

List of Figures

Figure 1: Overview of the requirements elicitation and stakeholder identification methodology....... 10

Table 1: Summary of REALM's User ReQUIrEMENTS ...ccoeeeeieiiiiiiiiecec e, 19
Table 2: Summary of REALM's Security & Privacy Requirements .........cccccevviiiii 23
Table 3: Summary of REALM’s Ethical, Privacy & Data Protection Requirements ..................ccoeeeee. 25
Table 4: Summary of REALM's System RequiremMents.......cccceeeeieeeiiei e, 27
Figure 2: Overall REALM Architecture along with the Major Technologies..............ccccccciiiii. 28
Figure 3: Onion Diagram of Stakeholders in the Medical Domain ...........cccccceiiiii 32
Figure 4: Actors in the Medical DOmMain.........coooviiiiiiii 36
Table 5: List of data quality dimensions with their categories, as adopted from QUANTUM [6]. ........ 42
Table 6: SDQF Quantitative Dimensions with their implementations for specific modalities. ............. 44
Table 7: SDQF Qualitative Dimensions as defined within REALM, with description of their respective

Lol e [TaF: | I = A g T Yot | L= PP PPPPPPPPRS 47
Figure 5: Homepage of the SDQF user interface........ccccceiiiiii 47
Figure 6: Dataset preview in the SDQF application ... 48
Figure 7: Interface for downloading/uploading the qualitative dimensions questionnaire................. 48
Figure 8: Filled JSON template for the qualitative dimensions ...........cccccoeei 49
Figure 9: Radar diagrams illustrating the data quality assessment based on the SDQF..................... 49
Figure 10: Overview of the obtained quantitative scores..........ccccceeiiiiiii 50
Figure 11: Overview of the obtained qualitative SCOres.........cccccoeeeeiii 51



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

List of

Table 1:
Table 2:
Table 3:
Table 4:
Table 5:
Table 6:
Table 7:

Tables

Summary of REALM's User ReqUIremMeNnts ......cccoiviiiiiiiiii e, 19
Summary of REALM's Security & Privacy Requirements ........ccccccviiiiiiii, 23
Summary of REALM’s Ethical, Privacy & Data Protection Requirements .......cccoeeeeevvvvvvvnnnnn... 25
Summary of REALM's System Requirements........ccccveiiiiiiii e, 27
List of data quality dimensions with their categories, as adopted from QUANTUM [6]. ........ 42
SDQF Quantitative Dimensions with their implementations for specific modalities. ............. 44
SDQF Qualitative Dimensions as defined within REALM, with description of their respective

o] e [Ta T | I = AT g =Yt | L= PP PPPPPPPPPRS 47



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

Executive Summary

This deliverable demonstrates the work carried out for the Standard Data Quality Framework (SDQF)
regarding the REALM platform.

The first step was to collect and find out what technical teams and users need. Surveys, interviews,
and expert feedback were used for this purpose. Requirements collected include functional
requirements (e.g., data and model uploads), security requirements (e.g., user privacy and encryption),
and ethical requirements (e.g., fairness and transparency). These will allow the platform to operate
effectively within real healthcare environment and be compliant with EU legislation.

Moreover, key stakeholders and players, including hospitals, research institutions, health industries
and developers, regulators (including Health Technology Assessment (HTA) agencies) and patient
groups, were identified. Understanding their roles and needs ensured that the platform will be
effective and ethical with real end-users.

Additionally, a Standard Data Quality Framework (SDQF) was developed by adapting quantitative and
qualitative dimensions developed for assessing the quality of medical data from the QUANTUM
consortium?, an EU-funded project on defining health data quality labels in the context of European
Health Data Space (EHDS). This framework enables the assessment of how broad, accurate and useful
medical datasets used for evaluation of Al-based Medical Device Software (MDSW) are, which is critical
in validating Al models for healthcare applications.

Overall, this deliverable outlines the foundation for designing a secure, fair and effective Al test
platform by combining strong legal, technical and ethical requirements with definite user and system
requirements.

3QUANTUM: An EU-funded project in the context of EHDS that aims to create a common label system for
Europe that guarantees the quality and utility of datasets for scientific and health innovation purposes -
https://quantumproject.eu/about-us/.
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1 Introduction

This deliverable provides the overall methodology, processes and outcomes related to the elicitation
and validation of user and system requirements for the development of the REALM platform. These
requirements were gathered through a combination of processes, taking into account EU and national
legal frameworks, ensuring a comprehensive understanding of what the platform must deliver across
the healthcare Al ecosystem.

REALM aims to build a novel platform for the transparent evaluation of Al models for MDSW creators
that is fully compliant with the General Data Protection Regulation (GDPR). As part of this objective, it
is essential to align platform development with real-world needs, expectations, and constraints, across
clinical, technical, legal and ethical dimensions. This report outlines the structured approach followed
to achieve this alighnment, under WP4.

1.1 Purpose of the Deliverable

The objective of this deliverable is to document the process and result of the requirements engineering
process for the REALM platform. It outlines how the user requirements and system expectations were
elicited, analysed and validated to ensure that the platform can meet the demands of a complex
healthcare and regulatory environment.

Additionally, the deliverable identifies the security and privacy requirements for the development of
medical systems and software in the REALM platform. They are mapped onto both EU and national
legal frameworks, i.e., the GDPR and medical device regulations. The functional requirements outlined
in this document summarize all the major attributes that are to be implemented by the REALM
solution. These include both the behavioural aspects of the system and the expected functionality of
its components, tools, and applications.

1.2 Relation with Other Work Packages, Tasks and Deliverables

This deliverable is part of WP4 “RWD & Synthetic Data Repository” and directly influences the design
and architecture of the REALM platform carried out in T3.1. It also directly informs the technical
implementation in WPs 3, 4, and 5 as well as the platform’s integration in WP6. The identified
requirements also align with the objectives of WP2, particularly in terms of legal compliance and
ethical considerations.

Moreover, this work supports the deliverable D3.1 “The Federated REALM Architecture”, upcoming
outputs related to platform testing and validation. It provides a reference framework to ensure
consistency across all development activities and ensures that all technical components are aligned
with real user needs and policy frameworks.

1.3 Structure of the Document

The deliverable is structured as follows:

e Section 1 - Introduction: outlines the purpose of the deliverable. Describes the connection
with other work packages and the overall structure of the document.

e Section 2 — Methodology: describes the methodology structure followed for collecting user
and system requirements, including stakeholder engagement and validating input through a
multi-disciplinary advisory board.

e Section 3 — User Requirements: provides the validated list of requirements of the user, along
with Security & Privacy Requirements as well as Ethical, Privacy & Data protection
Requirements.

e Section 4 - System Requirements: provides the system requirements for the REALM platform.

8
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e Section 5 — Stakeholders & Actors in the Medical Domain: presents and analyses the
stakeholders and actors involved during the development phase and after the platform’s
deployment

e Section 6 — Standard Data Quality Framework: Introduces a novel framework consisting of
guantitative and qualitative dimensions for a multi-aspect evaluation of medical datasets in
terms of their suitability for utilization in the validation of Al-based MDSW. Indicative results
for a specific use-case are also presented.

This structure allows readers to understand not only what requirements were gathered, but also how
they were identified, validated and connected to the broader REALM development process.
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2 Methodology

The development of any software platform, especially in sensitive and highly regulated domains like
healthcare, is based on a clear and well-structured methodology. One of the most important parts of
the process is the gathering and validation of requirements and stakeholders’ identification. That way,
we ensure that the platform responds not only to functional needs but also to legal, ethical and
operational expectations. Following a clear methodology, as shown in Figure 1, for the requirements
collection process, we can reduce the risks, align stakeholder expectations and guide the technical
design to produce a platform that is trustworthy and usable.

Regarding the REALM platform, a four-phase methodology was adopted in order to structure and
coordinate all relevant activities. These phases include:

e User Requirements Collection

e System Requirements Collection

e Stakeholder Identification

e Creation of a Multi-disciplinary Advisory Board (MAB)

The process was developed to provide a participatory, inclusive approach that reflects the diversity of
stakeholders within the medical sector, from clinicians and Al developers to legal experts and patient
advocates. Each stage was supported by templates, formal feedback mechanisms and direct
engagement with partners and third parties. The goal was to ensure that the REALM platform responds
to real-world needs while complying with European standards such as GDPR and medical device
regulations.

The diagram below summarizes the step-by-step process followed in the methodology:

Step 01.1 Step 02 Step 03 Step 04
ol s Collect Security / P 4 stakeholder \ o Wil disclplinory Team N
B & Privacy c dentication with Specialists from the Healtheare
equirement Requirement Requirements Domain
Stakeholders in the Medical Domain:
Indust em
Functional Nan-Functional Functional Non-Functional SME MAB
Requirements Requirements Requirements Requirements By ders
\- Academia Projects and Research
User Requirement Template (REALM Demonstrators) System Requirement Template (All Technical Partners) Evaluate and Organise Requirements
Farnter Questionnaire / Online Farm |
\_ / d / To be disseminated to third parties (at least three affiliated) \_ —/
_ = (ANl Partners)
Step 01.2 l T N
Investigate EU and Relevant National Legal |
Frameworks for Requirements
Functional Non-Functional
Requirements Requirements

Figure 1: Overview of the requirements elicitation and stakeholder identification methodology.

2.1 User Requirements Collection

The first step in the strategy was the gathering of user requirements from the project demonstrators
and partners. This was undertaken in two phases in an effort to capture operational needs as well as
legal restrictions.

Step 01.1 - Input from Demonstrators: Demonstrator sites provided feedback on the platform
functionalities that will be useful for them. Specifically, in the first step, three categories of
requirements were collected: user requirements, security & privacy requirements, and ethical, privacy,
and data protection requirements. These included tools for model uploading, certification workflows,
output visualisation, account management, communication and collaborative workspaces.
Requirements were classified as functional (what the system should do) or non-functional
(performance, usability, privacy, etc.) in alignment with their priority level. All inputs were collected

10
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using a User Requirements Template (see Annex: REALM User Requirements Template) to ensure
consistency and completeness across partners.

Step 01.2 — Legal and Regulatory Compliance: Concurrently, legal experts performed an analysis of EU
regulations like GDPR and relevant national legislation to determine additional ethical, privacy and
data protection standards. These legal requirements were also mapped into system characteristics and
constraints in order to meet European regulations and best practice, giving that way, input to Step 02.
This legal and regulatory analysis gave critical input to the requirement gathering process (Step 01.1),
namely to the identification of constraints and non-functional requirements related to data protection,
privacy, and system accountability. This ensured that legal considerations were embedded in the
requirements gathering process.

By integrating these two steps, we made sure that REALM is not only developed to meet users’ needs
but also made to operate legally and ethically in the complex health domain.

2.2 System Requirements Collection

The second step of the collection methodology is to gather the system requirements. Following the
collection of user needs, the focus shifted to defining what the platform must do technically in order
to fulfil those needs. This step will support the technical implementation of each REALM components.

This step engaged technical partners to describe the infrastructure, technologies and performance
expectations for REALM components.

Each partner filled in a System Requirements Template (see Annex: REALM System Requirements
Template), specifying the following elements:

e  Minimum hardware requirements (CPU, RAM, storage),

e Software dependencies and programming environments (e.g., Python, PostgreSQL, Apache
Spark, Kubernetes),

e Containerization and deployment specifications.

These system requirements directly correspond to the modular design of the platform, enabling
scalable deployment, Al orchestration, explainability (XAl), synthetic data generation and secure
federated data access. This establishes a rich technical foundation that has the system in operation
while protecting the sensitive healthcare domain.

2.3 Stakeholder Identification

Recognizing that REALM is not just a technical platform but one that impacts and is influenced by many
groups, this step focused on mapping out all key stakeholders. These include individuals, institutions,
or organizations that interact with or are affected by the platform. This specific step was supported by
two different processes. The first one was a targeted literature review and the second one was a direct
engagement activity through an online survey.

Specifically, a literature review was conducted during M9 to gain a better understanding of the role
and expectations of stakeholders toward Al in healthcare and in particular regarding explainability,
trust and ethics. The review included a total of forty-eight sources, consisting of scientific papers, white
paper and online articles from different institutions. To conduct the review, we used tools such as
Google Scholar, PubMed, and Scopus, and searched for articles using keywords including medical
stakeholder, medical actor, stakeholders in the medical domain, actors in the medical domain, Al in
healthcare ethics, explainable Al stakeholders, and trust in medical Al. The literature helped to reveal
typical categories of stakeholders and actors such as researchers [1], clinicians [2], regulators [3],

11
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developers [4] and patient groups [5] and brought to the spotlight the requirement of technical and
non-technical stakeholders' participation. The literature also underscored the role of transparency and
XAl in making a contribution towards establishing trust within stakeholder communities.

Additionally, a questionnaire (see Annex: REALM Stakeholder & Actor Questionnaire) for REALM was
designed and distributed to the Work package leaders during M15, who were also asked to gather
responses from affiliated third parties. The questionnaire collected information on stakeholder roles,
expectations of Al in medicine, and potential interactions with the REALM platform. This input
landscaped more accurately and confirmed many of the groups mentioned in the literature review.
Based on these combined inputs, stakeholders were assigned into four. These layers include core users
who directly use the platform, like hospitals and research centres; oversight and regulatory
organizations which interpret findings and track compliance; influence and advocacy stakeholders and
indirect stakeholders who leverage the insights of the platform for purposes of decision-making, e.g.,
professional societies and insurers. This classification, which was depicted in an onion diagram, which
is described in Section 5.1, showing how different actors engage with the platform and with each other.

2.4 Creation of Multi-Disciplinary Advisory Board

The final step of the methodology is the creation of a multi-disciplinary team with specialists from the
healthcare domain. Under this step and in order to further strengthen the development process, an
MAB was formed. The MAB includes clinical experts, researchers, legal professionals and other domain
specialists. The scope of this board was threefold:

e Toreview the requirements compiled in the previous steps,
e Validate their accuracy and relevance,
e Prioritize and order them by practical relevance.

The MAB played a key role in the identification of duplications, mediation of competing demands, and
keeping the final list of functionalities and features in touch with the realities of healthcare practice
and regulation. The 1st MAB meeting took place virtually in September 2024, engaging eight
specialists. Their ongoing input allows for flexible iteration and ensures that the REALM platform
remains up to date.

12
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3 User Requirements

Building on the analysis presented in Section 2.1, a comprehensive set of the platform’s requirements
has been gathered to ensure the successful development and deployment of REALM. These
requirements are organized into three distinct yet interconnected categories: user requirements,
security & privacy requirements, and ethical, privacy, and data protection requirements. Each
category addresses specific aspects of the platform's functionality, user experience, and compliance
with relevant standards, offering a holistic framework for its development. Note that the same
categorization has been used in the listing of REALM’s requirements in MS3, “Availability of the User
& Stakeholder, Security & Privacy Requirements to Be Met by REALM”, delivered in M12, as well as in
D3.1, “The Federated REALM Architecture”, delivered in M28.

Overall, categorizing the requirements is crucial since it provides a structured approach to addressing
the diverse needs of the REALM platform, helping to break down complex considerations into
manageable components. Additionally, separating user needs, security concerns, and ethical
obligations facilitates a focused and targeted development process, ensuring that each area receives
the necessary attention and resources to meet its specific goals and requirements. Finally, this
organization also enables clearer communication between stakeholders, from developers to end users,
and ensures that no critical aspect is overlooked during the development process.

3.1 User Requirements

This section outlines the user requirements that guide the development of the REALM platform,
ensuring it meets the operational needs, expectations, and regulatory contexts of its key stakeholders.
The requirements span both functional capabilities, such as model and data upload, certification
workflow management, account and role configuration, output visualization, and internal
communication, and non-functional expectations, including usability, performance, interoperability,
data privacy, and multilingual support. Moreover, special attention is given on enabling a streamlined
and secure user experience, fostering collaborative environments, and ensuring transparency
throughout critical processes like model evaluation, certification, and user interaction with
infrastructure.

Table 1 summarises REALM’s user requirements.

Requirement Title Description Type Priority
REALM_UR_01 Presenting The REALM system must be able Functional  High
results to provide, present and visualise

the results of processes to the
RIANA Dashboard.
REALM_UR_02 Ask for approval ~ The REALM system must ask for ~ Functional  High
the approval of the
administrator, when necessary,
before proceeding to
interventions on the

infrastructure.
REALM_UR_03 Automated The REALM platform must Functional  High
Segmentation integrate demonstrator's

automated segmentation
functionality to facilitate rapid
and accurate lung tumor
segmentation in CT scans.
REALM_UR_04 User-Friendly The REALM platform should Non- High
Interface have an intuitive interface that functional

13
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REALM_UR_05

REALM_UR_06

REALM_UR_07

REALM_UR_08

REALM_UR_09

REALM_UR_10

REALM_UR_11

REALM_UR_12

REALM_UR_13

REALM_UR_14

REALM_UR_15

REALM_UR_16

REALM_UR_17

Workflow
Integration

Visualize output

Parse output

Database

Create Account

View login /
account
information
Retrieve login
information
Update
login/account
information
Delete account

User guide

User roles

User organization

Users’
collaborative
environment

allows clinicians to efficiently
navigate and utilize the
demonstrator tool.

The REALM platform must
facilitate seamless integration of
the demonstrator tool into the
clinicians' current workflows,
including necessary installations
and setup in various systems at
the clinical site(s).

The REALM system must be able
to visualise the HTML output in
a web browser.

REALM system must be able to
parse and assess the JSON
output.

REALM should integrate all
requirements for updating the
PharmCAT database (e.g.,
guidelines, drugs, etc.).

User should be able to create an
account with the minimum
relevant information needed
and secured password.

User should be able to preview
login and account information.

User should be able to retrieve
login information.

User should be able to update

login and account information.

User should be able to delete
their account.

There should be a full
documented user guide
explaining the platform, the
functionalities, processes
objectives, etc. as well as a FAQ.
User should have clearly
specified roles with associated
rights / permissions.

(Verified admin) user should be
able to create an organisation
and add other users into the
organisation.

Users from a same organisation
should be able to work in a
collaborative environment
according to their appropriate
rights.

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Non-
functional

Non-
functional

Functional

Non-
functional

High

Medium

High

Low

High

High

High

High

High

High

Medium

Medium

Medium
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REALM_UR_18

REALM_UR_19

REALM_UR_20

REALM_UR_21

REALM_UR_22

REALM_UR_23

REALM_UR_24

REALM_UR_25

REALM_UR_26

REALM_UR_27

REALM_UR_28

REALM_UR_29

REALM_UR_30

Data upload
Model upload
Model

information

Event log

Processing time

Dashboard

Automated
communication
email

Communication /

messaging

Language

Contacts persons

Journey

Process steps

Process timings

User should be able to upload
and re-upload proprietary data.
Users should be able to upload
and re-upload models on the
platform.

Minimum information about be
model should be provided, in
particular, the type of
technology (Generative Al vs
algorithmic Al) and how it has
been developed.

All actions, communications,
inputs, etc. should be logged
and a full history should be
available for the users.

The platform should have
minimal processing time.

The platform should have an
ergonomic summarizing
clickable dashboard, with all
relevant data / actions required
/ communications /
organization / etc.

All status update / action
required / communication
update / etc. should trigger an
automated email to all the users
of the organisation that are
related to this event based on
user’s roles.

An internal communication /
messaging system should be put
in place to communicate with
relevant people.

Users should be able to use the
platform in any official language
Persons of contacts should be
clearly identified and reachable
in acceptable delay.

It should be clear to
organisations at what step of
the process they are.

Steps should be clearly
identified so the users exactly
know where their application is
and what are the status of these
steps.

Timings should be estimated
and provided to users (average
timing based on all
applications). In addition,
timings for each step should be

Functional

Functional

Functional

Non-
functional

Non-
functional
Functional

Functional

Functional

Non-
functional
Non-
functional

Functional

Functional

Functional

High

High

High

Medium

High

High

High

Low

Medium

Low

Medium

Low

Low
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REALM_UR_31

REALM_UR_32

REALM_UR_33

REALM_UR_34

REALM_UR_35

REALM_UR_36

REALM_UR_37

REALM_UR_38

Focus on long
timing

Assessment
Criteria

Reports

Data format and
interoperability

Data standards
updates / and
general updates

Model
programming
language

Implication

Information
Related to the

continuously recorded to
update those average process
timing.

If an application has an
abnormal process timing, the
platform should be able to ask
the relevant persons to focus on
the task or process and make
sure everything is ok.

It should be clear to the users
what type of assessment, with
what type of data, and what
criteria are used to validate /
assess the model.

Clear report from model
assessment should be given to
the users, pointing out what
passed and what failed plus a
‘human written’ specific note
explaining and motivating
exactly and clearly the
outcomes of the assessment.
(Not an automated report).

If using data format “standards”
(there is no real standards and
there will always be new
standards), the platform should
clearly explain what data format
will be used, should implement
relevant ‘APIs’ or data exchange
system, document everything
including the expected flow,
make sure it works. This is
crucial and get very complex.
The platform should make sure
that models that have been
uploaded in a specific way
(standards etc.) can still be used
if platform updates or data
format updates are realised.
The platform should not restrict
the programming language of
the model uploaded. It is
actually important that the
model assessed is as close as
possible to the model that will
be used as a medical device.

It should be clear what the
implications of this assessment
are for the models.

Introduction to the system for
the Interested User applying to

Functional

Non-
functional

Non-
functional

Non-
functional

Functional

Non-
functional

Non-
functional

Functional

Low

High

High

High

High

High

Medium

High
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Services certify an ML/DL predictive
Provided. algorithm/ system.
1. Objectives and
Services
2. Who can apply
3. Eligibility
Criteria
4. Selection
Criteria
5. How to apply
a. Application
template
b. Support to
applicants
Data privacy
policy
REALM_UR_39 Instructions Detailed instructions for offline  Functional Medium
download viewing and preparation.
REALM_UR_40 Application form  Register interest to use the Functional  High
1. Sign up form system.
2. Login form
3. Application
submission
REALM_UR_41 Application Application approval process Functional  High
Approval and Login procedure comprising
1. Invitation link different roles including Admin,
(Organization) Data and Model (algorithm)
a. Support info provider roles.
(human) if
needed
2. User
(Organization)
login
a. Model
provider Role
b. Data provider

Role
Admin Role
REALM_UR_42 User In As soon as the User is logged in, Functional = Medium
1. View Models there will be a list of already
list (organization  uploaded models from the same
specific) organization/ authority and
2. View Data list another list of available/
(organization indicative datasets linked to
specific) specific models. The dataset can

3. Upload Model  be used for an initial model
(to be certified) validation and as the basis for

4. Upload Synthetic data generation if
auxiliary dataset  needed. Anonymisation should
5. Check for be ensured. If not provided
Anonymity there must be an option/ tool
Provide for dynamic anonymization.
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REALM_UR_43

REALM_UR_44

REALM_UR_45

REALM_UR_46

REALM_UR_47

REALM_UR_48

REALM_UR_49

REALM_UR_50

REALM_UR_51

REALM_UR_52

REALM_UR_53

Anonymization
process (if
needed)
Certification
Workflow

1. Start Process
2. Email User on
Status updates
(Progress)

3. Output Report
4. Visualization
Next steps (if any
description)
Account Creation

Role Definition

User Login

Language
selection

Human contact

Userin
organisation

Organisation’s
director

Register
organisation

User account
permission

Models overview

Overview of the Certification
progress. Updates to the User.

The future user should be able
to create an account from the
log in page of the dashboard.
The future user should be able
to create an account with a
specific user role.

The future user should be able
to log in to their created
account.

The user should be able to
select the language in which to
see the dashboard from the
logging page.

A way to contact someone in
charge of the dashboard should
be visible on the dashboard
without being logged in.

All model developer account
should be linked to an
organization.

All organization should have at
least one director account with
extended right such as
deactivating an account or
remove access to part of the
dashboard.

There should be a process for a

developer account to register an

organisation by providing
administrative papers such as
the status of the company.
The permissions associated to
an account associated to an
organisation should be
customisable by the director of
the organisation.

All models registered by the
dashboard should be visible on
a page.

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Medium

High

High

High

Low

Medium

High

High

High

High

High
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REALM_UR_54 Certification For each model submission, Functional = Medium
timeline show a timeline showing the
past, current, and future steps.
REALM_UR_55 Email alert If an action is required or a Functional  Medium

certification process has ended,
an alert should be sent by email
to the person responsible for

the action.
REALM_UR_56 Certification Have a publicly available page Functional Medium
summary displaying a summary of the
certification result for each
model.
REALM_UR_57 Extended After the certification process, Functional Medium
certification an extended report recording
report the strengths and weaknesses

found in the model should be
available on the dashboard and
downloaded as a pdf.
REALM_UR_58 Anonymous If the data obtained during the Functional  High
aggregation of certification process can only be
certification data  used when anonymized for
internal improvement purpose.
REALM_UR_59 Explanation For models with explainable Functional Medium
certification prediction, it must be possible
to certify the model and the
explanation independently.
REALM_UR_60 Certification data  The certification given to a Functional  High
versioning model must include the version
of the data generating algorithm
used during the certification.

REALM_UR_61 Create and It should be possible to create Functional  High
Configure Model  and configure Model flows in
flow the platform for their asset
evaluation.

Table 1: Summary of REALM's User Requirements

3.2 Security & Privacy Requirements

This section defines the comprehensive security and privacy requirements essential to the REALM
platform's trustworthy and compliant operation. The platform is designed to protect sensitive personal
and medical data through rigorous controls such as encryption of databases and communications,
secure user authentication (including 2-factor authentication), controlled access to systems and
outputs, and full anonymization or pseudonymization of real-world data. It incorporates privacy-by-
design and privacy-by-default principles, ensures compliance with data protection regulations such as
the GDPR, and supports mechanisms for user rights such as data erasure. Additional measures include
secure data transmission, continuous integrity monitoring, non-disclosure agreement (NDA)
enforcement, protection against unauthorized access, and strict handling of proprietary and
certification-related data. Combining all of the above together, these requirements ensure the
confidentiality, integrity, availability, and lawful processing of all data handled within the platform.

Table 2 summarises REALM’s security & privacy requirements.
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Requirement
REALM_SPR_01

REALM_SPR_02

REALM_SPR_03

REALM_SPR_04

REALM_SPR_05

REALM_SPR_06

REALM_SPR_07

REALM_SPR_08

Title
Database security

Minimum
Systems
Configuration

Data
Anonymization

Secure Data
Transmission

Database security

Minimum
Systems
Configuration

Output with
sensitive
information

Non-disclosure
agreement (NDA)

Description

All databases where personal
data are stored in the REALM
System must be encrypted,
access to them must be
restricted and authentication
required to access such data.
The REALM System shall install
only updates and functionalities
which are essential for the
functioning and security of the
system.

The REALM platform must
support the complete
anonymization of CT scans to
protect patient privacy before
processing them through the
demonstrator system.

The REALM platform should
ensure secure transmission and
storage of data, safeguarding it
from unauthorized access and
potential breaches.

All databases where personal
data are stored in the REALM
System must be encrypted,
access to them must be
restricted and authentication
required to access such data.
The REALM System shall install
only updates and functionalities
which are essential for the
functioning and security of the
system.

The output contains sensitive
information. REALM should
guarantee that the output will
be treated following the same
security requirement as the
input used for evaluating
demonstrator.

All actions, inputs,
communications, etc. from
users or organisation should
always remained under a non-
disclosure agreement between
the REALM system (and
managers) and the
organisation/users; and an
official NDA should be signed by
all parties involved (or be part

Type
Functional

Non-
functional

Non-
functional

Non-
functional

Functional

Non-
functional

Non-
functional

Non-
functional

Priority
High

High

High

High

High

High

High

High
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REALM_SPR_09

REALM_SPR_10

REALM_SPR_11

REALM_SPR_12

REALM_SPR_13

REALM_SPR_14

REALM_SPR_15

REALM_SPR_16

Data encryption

Proprietary data

Data / Process
Integrity

Encrypted &
secure
communication

Avoid
manipulation and
deception of the
users, while also
enabling them to
make
independent and
well-informed
decisions.
System not
accessible from
unauthorized
users.

Use of code
quality metrics
tools

Any data
processing will be
performed
considering the
balance between
legitimate
interest and
fundamental

of the general conditions when
creating account).

All communications, data,
information, etc. should be
securely encrypted.

Security around proprietary
data should be ensured at all
times and not shared.
Integrity of all the data (i.e.:
make sure data is not ‘broken’)
and also of all the processes
(i.e.: make sure all assessment
processes do what they are
intended to do) should be
ensured and assessed
continuously.

All communication should use
encryption Any website,
application or server must
incorporate state-of-the-art
security rules, not only on
network communications but
also on authentication and
infrastructure.

Abstain from designing and
operating their interfaces in a
manipulative or deceitful
manner or in a way hindering
service recipients” ability to
make independent and
informed choices.

Incorporate solutions compliant
with data protection
requirements (privacy by
design), and ensure that only
personal data necessary for the
purpose are processed (privacy
by default).

Code quality metrics tools
should be considered.

System developers and parties
maintaining the system at any
point handle or process any
type of personal data, they
should balance their legitimate
interest with the fundamental
rights and freedoms of the data
subjects whose data they will be
processing.

Non-
functional

Non-
functional

Non-
functional

Functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

High

High

High

High

Low

High

Low

Medium
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REALM_SPR_17

REALM_SPR_18

REALM_SPR_19

REALM_SPR_20

REALM_SPR_21

REALM_SPR_22

REALM_SPR_23

REALM_SPR_24

REALM_SPR_25

REALM_SPR_26

REALM_SPR_27

rights of
users/individuals
A data subject

exercises its right
of erasure and/or

restriction to the
processing

All data handled
will be fully
anonymized

Encrypted
communication
Data privacy

Lost credential

Compromised
credentials

2-factor
authentication

Non-sensitive
synthetic data
security

Real-world data
security

Highly sensitive
real-world data
security

Data security

Data Provider must ensure to
remove the data from any
database and stop sharing.

System developers and parties
will respect fundamental rights
and freedoms of the data
subjects whose data they will be
processing and incorporate
solutions compliant with data
protection requirements (i.e.,
GDPR).

All communication should use
encryption.

The information resulting of a
certification process must not
be shared with other
organisations.

The user should be able to reset
their password if necessary.

The user must be able to block a
compromised account if
necessary.

The user should be able to
activate a 2-factor
authentication system for
added security.

The non-sensitive synthetic data
should be stored in trusted data
repositories meeting
appropriate security standards.
The real-world data should be
anonymized and stored in
encrypted servers with
controlled access and strict
authentication mechanisms in
place.

The highly sensitive and
identifiable real-world data shall
be stored in a secure and
encrypted storage. The transfer
of data may happen only
through encrypted channels and
after anonymisation or
pseudonymisation.

Data need to be backed up
regularly to prevent data loss
and ensure recovery if
necessary.

Functional

Non-
functional

Functional

Non-
functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

High

High

High

High

High

High

High

High

High

High

High
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REALM_SPR_28 GDPR compliance All personal data should be Non- High
collected with consent and shall  functional
be de-identified and
anonymized before sharing in
order to mitigate the privacy

breach risks.
Table 2: Summary of REALM's Security & Privacy Requirements

3.3 Ethical, Privacy & Data protection Requirements

This section outlines the ethical, privacy, and data protection requirements critical to the responsible
development and deployment of the REALM platform. These requirements go beyond technical
implementation, reflecting the platform's commitment to fairness, transparency, accountability, and
respect for individual rights. Specifically, they ensure ethical use of Al, particularly in sensitive domains
like medical imaging, by addressing concerns such as algorithmic bias, informed consent, data
provenance, and regulatory compliance (e.g., GDPR). Overall, through these requirements, the REALM
platform emphasizes rigorous data governance practices, ethical oversight, and inclusive design to
protect patient rights and foster trust among users, especially when dealing with personal health data
and automated decision-making systems.

Table 3 summarises REALM’s ethical, privacy & data protection requirements.

Requirement Title Description Type Priority
REALM_ER_01 Database security  All databases in REALM must be  Non- High
evaluated, ensuring thereisno  functional
unwanted bias in the data.
REALM_ER_02 Ethical Use of Al The REALM platform must Non- High
ensure that the demonstrators ~ functional
adhere to ethical considerations
in Al usage, promoting fairness,
and avoiding biases in its tumor
detection and segmentation

algorithms.
REALM_ER_03 Informed Consent The REALM platform should Non- High
facilitate the process of functional

obtaining informed consent
from patients whose data will
be used, ensuring transparency
and respect for individuals'

rights.
REALM_ER_04 Unbiased All databases in REALM must be  Non- High
Database evaluated, ensuring thereisno  functional
unwanted bias in the data.
REALM_ER_05 Verify ethical At the time of data inclusion Non- High
approval and/or analysis, REALM systems functional

and/or the user should verify
ethical review process and
approval as appropriate for the

application.
REALM_ER_06 Data provenance  Data should not be biased; data Non- High
/ bias should come from safe and functional
identified source with quality
factor.
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REALM_ER_07

REALM_ER_08

REALM_ER_09

REALM_ER_10

REALM_ER_11

REALM_ER_12

REALM_ER_13

REALM_ER_14

REALM_ER_15

Data Consent

Data reuse

Fairness &
transparency

Ethical Use of Al

Follow the UI/UX
Design guidelines
and
recommendations

Display a
disclaimer on how
the data and Al
functionalities will
be used

Respect patients’
rights (regardless
of circumstances
of individuals,
e.g., illegal
immigrants) in
deploying Al or
implementing
comprehensive
assessment
protocols and
ethical guidelines.
Align with
regulatory
obligations for
the certification
process

Ensure standards
used and comply
with legal and
regulatory
requirements,
such as data
protection laws
(e.g., GDPR)

It should be checked whether
the consent of use of the data
was granted.

It should be sure that data is
not reused or re-uploaded
multiple times.

Assessment should be fair and
transparent to the users; so,
should the users when
uploading any information on
the platform for assessment.
Provide safeguards against
overconfidence and
overreliance on any of the data
manipulation Al provisions.
Ensure universal design for
accessibility, explicability
specifically for non-technical
end-users for understanding of
Al and data manipulation.
Clearly communicate which
audiences the platform and the
data manipulation and Al
functionalities are intended for.

Ensure that Al technologies are
developed and deployed with a
strict adherence to
fundamental human rights,
including privacy and non-
discrimination.

System developers are clear
about the regulatory
obligations with regards to data
manipulation and the
deployment of Al
functionalities.

System developers and other
stakeholders (e.g., data
providers) adhere to clear
design and data standards.

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

Non-
functional

High

High

High

High

High

High

High

High

High
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REALM_ER_16 Prevent
overfitting
REALM_ER_17 Ensure unbiased

dataset

The certification process must
prevent the possibility of
overfitting the model on the
certification dataset.

The dataset use for the model’s
evaluation should be unbiased
for gender, socio-economic
status, ethnic group, and age.

Functional  High

Functional  High

Table 3: Summary of REALM’s Ethical, Privacy & Data Protection Requirements
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4 System Requirements and Architecture Blueprints

Following the detailed presentation of the user requirements that will guide the development of the
REALM platform, the next step was to clearly define the system requirements. These requirements will
form the foundation for the platform's infrastructure and will guide the technical implementation of
each REALM component, based on the identified needs and the resources required to ensure smooth
operation.

This section outlines the system requirements necessary for the effective deployment and operation
of the REALM platform. As a modular, Al-driven solution for evaluating MDSW across heterogeneous
healthcare data sources, REALM requires specific hardware and software resources for each major
component to support its flexible architecture and advanced data processing capabilities.

System requirements define the specifications that outline what a software system must accomplish
and the constraints under which it must operate. They form the foundation for design, development,
testing, and deployment activities. Typically documented in the early stages of the software
development lifecycle, these requirements help ensure that the final product aligns with the needs of
both users and stakeholders.

The system requirements for REALM have been detailed in Section 2.2. Building on that analysis, Table
4 outlines the requirements that must be met by the integration server to support several of REALM'’s
key components. These requirements are organized by architectural module and include detailed
specifications for computational resources (CPU, memory, and storage), external software
dependencies, supported programming environments, technology stacks, and containerization needs.
Overall, this information is intended to guide technical teams including system administrators, MLOps
engineers, and software developers in provisioning infrastructure and configuring environments that
meet REALM’s performance, scalability, and compliance requirements.

Component Hardware RAM Max Programmin External Tool Doc
Requireme Usage Storage g language Source Version ker
nts Dependencies Ima

ge

Data >8-16CPU >8GB >500 Python Apache Spark, Apache Yes

Middleware cores/ / GB Kubernetes, Spark

Stack machine machi Apache Kafka 3.5.0,

ne Kuberne
tes
cluster
>=1.24,

Blockchain > 16 CPUs 16 GB  >500 Python, Go, Ethereum, Python Yes

GB Solidity, Polygon 3.,
TypeScript testnet, Solidity
thirdweb/Alch  0.8.x,
emy SDK Go
1.22.x,
TypeScri
pt 5.x
Al >4 CPUs 16GB - Python Kubernetes, Kubeflo Yes
Orchestrator Kubeflow w
Pipelines SDK Pipeline
s>=2.0
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Data 4 CPUs >8GB >500 SQL PostgreSQL Postgre  Yes
Repository GB SQL >=
14
Docker 4 CPUs >8GB >160 - Harbor Harbor  Yes
Registry for GB >=2.0
Components
Post-Market 8 CPUs 16GB >160 Python - Python Yes
GB 3.x
XAl 8 CPUs 16 GB > 160 Python - Python Yes
GB 3.x
Al Utilities 8 CPUs 16 GB > 160 Python - Python Yes
GB 3.x
Al 8 CPUs 16GB 6GB Python - - No
Monitoring

Table 4: Summary of REALM's System Requirements

Based on the information provided in the above table, it is evident that the hardware and software
requirements across REALM’s major architectural components support a system built for scalability,
performance, and data-intensive processing. Components such as the Data Middleware Stack,
Blockchain, and Al modules such as XAl, Post-Market Surveillance, and Al Utilities demand between 8
and 16 CPU cores and at least 16 GB of RAM, underscoring their compute-intensive nature. In contrast,
components like the Docker Registry and Data Repository require only 4 CPUs and 8 GB of memory,
indicating that their roles are less computationally demanding and more focused on storage and access
operations.

Additionally, storage requirements across the platform are uniformly high, with most components
needing over 160 GB of storage and some, like the Blockchain and Data Middleware Stack, requiring
more than 500 GB. This showcases that REALM is designed to manage substantial volumes of data,
consistent with its role in evaluating Al-based MDSW using large-scale healthcare datasets. The only
exception is the Al Monitoring component, which has a relatively minimal storage footprint, indicating
a lightweight operational scope focused on logging and evaluation metrics.

From a software development perspective, Python is the dominant programming language across the
platform, used in nearly all major components. This consistency enables streamlined development,
integration, and maintenance which is particularly important in Al-centric systems. On the other hand,
Blockchain diverges from this trend by incorporating Go, Solidity, and TypeScript alongside Python
which reflects its multifaceted integration needs, including smart contract development (Solidity),
backend performance (Go), and frontend/SDK interaction (TypeScript).

Moreover, containerization is a foundational design principle in REALM, with all components—except
for Al Monitoring—packaged and deployed as Docker images. This approach promotes modularity,
portability, and streamlined deployment across environments by orchestrating these components into
fully functional pipelines using Kubernetes and Kubeflow Pipelines.

REALM also leverages a modern cloud-native technology stack that includes widely adopted tools such
as Apache Spark, Kubernetes, Kubeflow Pipelines, and Harbor. These external dependencies enable
distributed processing, orchestration, and secure storage which are essential features in the context
of Al software evaluation for healthcare. The platform also integrates blockchain infrastructure via
Ethereum and the Polygon testnet, using SDKs like thirdweb and Alchemy, which adds transparency,
traceability, and tamper-evidence which are also critical factors in regulated medical software
ecosystems.
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Finally, each component specifies versions for key tools and dependencies, with the overarching goal
of making REALM secure, high-performing, and compliant with evolving industry standards. This is
achieved by ensuring compatibility, reproducibility, and simplified long-term maintenance.

Note that the RIANA dashboard, which serves as the main visualization and user interaction layer of
the REALM platform, is excluded from Table 4. Unlike other components that perform data processing,
orchestration, or storage functions, RIANA operates as a lightweight front-end interface that leverages
existing infrastructure rather than introducing significant standalone system demands. Its deployment
relies primarily on standard web server resources and browser-based rendering, and it consumes
output from other REALM modules rather than generating or transforming large volumes of data
independently. As such, its hardware and software footprint are minimal and context-dependent,
typically tailored to the hosting environment rather than requiring dedicated infrastructure.

In addition to outlining baseline requirements, this section also highlights considerations for
environments ranging from local development to production-scale deployments, including
containerized and cloud-native scenarios. Figure 2 provides a comprehensive visual representation of
the REALM platform’s system architecture, detailing all its major components and the underlying
technologies that support them. This diagram is strategically included here to enhance the
understanding of the system requirements presented in Table 4 by illustrating how the different
components interconnect and what software tools are employed to realize their functionality.

Note that the same architectural diagram has also been included in D3.1, “The Federated REALM
Architecture”, delivered in M28, where it serves as a foundational reference for discussing REALM’s
architecture. Its inclusion in the current deliverable aims to reinforce the alignment between
functional design and technical infrastructure planning.

W LUCE .ﬁ. B

o |

Transaction Human in
Monitoring | the Loop

Workflow created by Al Orchestrator

Assessment Toolbox
<ccomponents>

Development Interface Framework

Figure 2: Overall REALM Architecture along with the Major Technologies

28



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

REALM'’s architecture showcases a tightly integrated but modular system built with a cloud-native and
container-first approach. The RIANA Dashboard, built using Angular and TypeScript, offers a
lightweight, browser-accessible frontend tailored for user interaction rather than data processing. It
connects to backend services via a Middleware API, which leverages Apache Kafka for asynchronous
communication and Apache Spark for distributed data processing, forming the core of the Data
Middleware Stack.

This Middleware Stack is also tightly coupled with a Distributed Server Cluster that enables horizontal
scaling and fault tolerance for high-throughput, low-latency data workflows. Technologies like
Kubernetes and Apache Spark ensure the resilience and scalability of this layer, which is vital for
handling real-time and batch data pipelines.

The Al Orchestrator, constructed with Kubeflow Pipelines running on Kubernetes, manages the
execution of Al workflows across components. It coordinates processes such as data synthesis,
evaluation, and model explainability, relying on containerized Python scripts to define modular and
reusable pipeline steps. Supporting this is Harbor, which functions as the Docker registry, hosting
versioned container images required by different orchestration tasks.

Data handling is further enhanced through a Federated Data Repository that integrates real-world
datasets formatted in OMOP and stored in a PostgreSQL-based system. The Data Utilities component
is responsible for preprocessing, visualization, and data transformation tasks, while the Data Synthesis
component leverages advanced generative models to produce modality-specific data.

To ensure regulatory robustness and post-deployment reliability of Al-based MDSW, REALM includes
a comprehensive Assessment and Regulatory Toolbox that spans subcomponents such as Al
Assessment, Post-Market Evaluation, and XAl Framework, each implemented using Python and
executed via Kubeflow. These components are computationally demanding, thus justifying the high
system specifications listed earlier.

Finally, the Blockchain module, which is distinct in its multi-language implementation (Go, Solidity,
TypeScript, and Python), supports traceability, auditability, and data provenance using Ethereum and
Polygon networks. SDKs such as thirdweb and Alchemy facilitate seamless interaction with
decentralized infrastructure, reflecting the platform’s emphasis on trust and compliance in medical Al
evaluation.
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5 Stakeholders & Actors in the Medical Domain

In parallel with defining the various user and system requirements for REALM, it is essential to clearly
identify and analyse the stakeholders and actors involved both during the development phase and
after the platform’s deployment. Before presenting a comprehensive list of those involved in REALM,
it is beneficial to first provide clear definitions of what is meant by stakeholders and actors in this
context:

e A stakeholder in the architecture of a system is an individual, team, organisation, or classes
thereof, having an interest in the realisation of the system. This definition includes people both
inside and outside the organization, such as end users, customers, project managers,
developers, testers, support staff, suppliers, and even those responsible for maintaining or
operating the system once it is deployed.

e An actor is an external entity, such as a person, organization, hardware device, or another
system, that interacts directly with the system being developed. Actors represent the roles
played by these entities, rather than specific individuals or devices, and they always exist
outside the system boundary. They can initiate interactions with the system, such as triggering
use cases, provide input, or receive output.

Stakeholders and actors differ primarily in their relationship to the system and their involvement
throughout the project. Stakeholders may influence requirements, constraints, or goals without
interacting directly with the system. Actors, in contrast interact with the system (either directly or
indirectly) to achieve specific goals. While all actors are stakeholders, not all stakeholders are actors.
Additionally, stakeholders may be involved at various stages of the project lifecycle, whereas actors
are typically relevant during system operation and are defined in relation to the system's boundary.

Given that REALM is a platform designed for the evaluation of Al-based MDSW, it is expected to involve
a diverse group of stakeholders and actors. These may include Al model developers, researchers,
clinicians, regulatory bodies, and organizations that stand to benefit from such evaluations, such as
insurance companies and patient advocacy groups. As a result, it is clear that individuals and entities
with varying levels of expertise in fields such as medicine, artificial intelligence, and law will engage
with the platform. Therefore, it is essential to clearly define both the stakeholders and actors involved
in REALM, along with their objectives and the ways in which they are expected to interact with the
platform. Doing so will significantly support the design of REALM in a way that better meets the needs
of these groups. Section 5.1 outlines the identified stakeholders, while Section 5.2 focuses on the
actors anticipated to interact with the REALM platform.

5.1 Stakeholders in the Medical Domain

Building on the methodology introduced in Section 2.3, this section provides a more detailed overview
of the stakeholders involved with the REALM platform. Based on both the literature review and the
results gathered from the “Stakeholder Analysis Feedback Form for the REALM project”
guestionnaires, the following stakeholders have been identified: (a) Healthcare Organizations (Health
Services/Hospitals), (b) Health Industries / Business & Innovation Clusters, (c) Research Centres /
Universities, (d) Governments / Regional — Authorities, (e) Oversight / Regulatory / Notified Bodies, (f)
Patient Groups / Healthcare Consumer Groups, (g) Non-profit Groups / NGOs, (h) Health Technology
Assessment (HTA) Agencies, (i) Health Professional Societies, (j) Healthcare Networks, (k) Professional
Consortia, and (I) Insurance Companies.

Given the diverse range of stakeholders involved in REALM, their interactions with the platform are
expected to vary significantly. While all are connected to the medical domain, they come from different
professional backgrounds and possess varying levels of technical expertise. As a result, their
expectations of REALM and the ways in which they engage with it are likely to differ.
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Figure 3 presents an onion diagram of REALM’s stakeholders, organizing the involved parties into four
concentric layers according to their proximity to Al model development, data interaction, and decision-
making processes. Specifically, the following layers are identified:

e Layer 1 - Core Users / Direct Platform Operators: This group comprises stakeholders who
engage directly with the REALM platform. They contribute Al models, perform evaluations,
and use the results to refine those models. Their high level of involvement is driven by a
direct need to leverage REALM'’s technical capabilities, including federated evaluation,
interpretability, and privacy-preserving mechanisms. Stakeholders in this layer include
Healthcare Organizations (Hospitals, Health Services), Research Centres and
Universities, Health Industries and Business & Innovation Clusters, as well as Healthcare
Networks.

e Layer 2 - Regulatory and Oversight Bodies: These stakeholders play a critical role in
assessment, regulatory validation, and compliance enforcement. While they do not
develop models themselves, they are essential to ensuring the platform operates within
legal and ethical frameworks. Their focus lies in interpreting the outcomes of evaluations,
such as model explainability and compliance metrics, rather than engaging directly with
technical components. This layer includes Governments / Regional Authorities, Oversight
/ Regulatory / Notified Bodies, and HTA Agencies.

e Layer 3 - Influence and Advocacy Stakeholders: This group represents societal and ethical
interests, including patient rights and broader social impacts. Their interaction with the
platform centres on advocacy, fairness assessments, and accountability in the use of Al.
Though not technically involved, they provide essential oversight from a rights- and ethics-
based perspective. Stakeholders in this layer include Patient Groups / Healthcare
Consumer Groups, Non-profit Groups / NGOs, and Professional Consortia.

e Layer 4 - Indirect Stakeholders / Decision Support Users: These stakeholders benefit from
insights generated by the platform but are not involved in its technical operation. They use
REALM-derived information, such as clinical Al evaluation and fairness outcomes, to
inform decisions, particularly in areas like insurance or professional guidance. However,
they are not active participants in the Al model development lifecycle. This layer includes
Insurance Companies and Health Professional Societies.
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Figure 3: Onion Diagram of Stakeholders in the Medical Domain

5.1.1 Healthcare Organizations (Health Services/Hospitals)

Healthcare organizations, such as hospitals and health services, have a key role in providing integrated
medical care, from prevention and treatment to emergency care and rehabilitation. They are central
to maintaining high standards of patient safety, clinical effectiveness, and quality of care.

As core users of the REALM platform, these organizations can securely contribute real-world health
data while preserving patient privacy. Through their direct engagement with the platform, they are
able to evaluate the performance, robustness, and interpretability of Al models in clinical settings. This
enables them to assess how well Al tools align with clinical needs and to support the refinement of
those tools for safer and more effective deployment in healthcare practice.

5.1.2 Health Industries / Business & Innovation Clusters

The healthcare industry, including pharmaceutical companies, medical technology firms and Al-driven
start-ups, constitutes a pillar of medical innovation. Business and innovation clusters within this sector
are at the core of developing cutting-edge healthcare technologies and enhancing efficiency in service
delivery.

As direct users of the REALM platform, these stakeholders can test, refine, and validate their Al-based
MDSW using a suite of tools for performance evaluation, robustness checks, and XAl. REALM’s secure
and privacy-preserving environment supports these innovators in building trustworthy and high-
performing Al systems that meet clinical needs, align with ethical and legal standards, and are better
positioned for regulatory readiness.

32



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

5.1.3 Research Centres / Universities

Research centres and universities are key drivers of medical innovation, bridging the gap between
theoretical research and clinical application. They foster the development of novel healthcare
solutions and shape the professionals of tomorrow through cutting-edge research and education.

In the context of REALM, these institutions actively contribute by developing and evaluating Al models
for healthcare. REALM enhances their ability to analyse model behaviour through XAl tools, fairness,
and performance assessments. It also provides a structured framework for investigating Al decision-
making, fostering high-quality academic research in digital health innovation.

5.1.4 Governments / Regional — Authorities

Governments and regional authorities are responsible for overseeing healthcare systems, setting
public health standards, financing programs, and ensuring equitable access to services. Their policies
shape the ethical, legal, and operational landscape of medical technologies.

With the REALM platform, these authorities can assess whether or not Al-based MDSW complies with
existing legal and regulatory standards, without requiring deep technical expertise. REALM'’s
transparency and XAl capabilities support evidence-based policymaking by providing insights into the
safety, fairness, and effectiveness of Al tools and helps inform the development of adaptive regulations
that remain aligned with evolving technological advancements.

5.1.5 Oversight / Regulatory / Notified Bodies

Regulatory, oversight, and notified bodies are tasked with instituting safety, performance and ethical
standards for medical practice. These institutions ensure that healthcare technologies, including Al-
based systems, meet stringent validation requirements before being approved for clinical use.

REALM facilitates independent evaluation by these authorities through its robust model assessment
tools and transparent explainability features. This allows regulators to assess whether Al models meet
safety and compliance standards, even in complex clinical scenarios. REALM also streamlines
conformity evaluations, allowing seamless and harmonized regulatory approval of Al-based MDSW.

5.1.6 Patient Groups / Healthcare Consumer Groups

Patient groups and healthcare consumer groups play a vital role in advocating for the rights, safety,
and well-being of individuals, often focusing on those with specific health conditions or care needs.
Their role is central to promoting patient-centred care and shaping health policy through an ethical
and social lens.

By accessing the REALM platform, these stakeholders gain visibility into how Al models impact patient
outcomes. The platform’s explainability features help make Al decision-making more transparent and
understandable to non-technical audiences, enabling patient advocates to push for fairness,
accountability, and transparency in the development and deployment of Al-based medical
technologies.

5.1.7 Non-profit Groups / NGOs

NGOs, non-profit organisations, and patient organisations play a critical role in addressing healthcare
inequalities, supporting vulnerable and underserved populations, and advocating for ethical, inclusive,
and transparent health systems. Their activities span advocacy, education, research, and collaboration
with public institutions, regulators, and healthcare providers.
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Patient organisations, as a specific type of non-profit entity, are formally structured groups mandated
to represent the collective views and interests of patients with particular diseases or health conditions.
They engage in policy dialogue, awareness-raising, and systemic advocacy to ensure that patient
perspectives are integrated into healthcare decision-making, research, and innovation processes.

REALM enables these stakeholders to assess whether Al models used in healthcare are fair, inclusive,
and free from harmful bias. By offering transparent, privacy-preserving evaluations, the platform
empowers NGOs to advocate for equitable Al deployment and to raise awareness or take action when
algorithmic biases or ethical concerns are identified.

5.1.8 Health Technology Assessment (HTA) Agencies

HTA agencies conduct evidence-based evaluations of medical technologies, assessing their clinical
effectiveness, economic value, and broader societal impact. Their assessments inform decisions on the
adoption, funding, and use of health innovations within public and private healthcare systems.

REALM supports HTA agencies by providing access to transparent analyses of Al models, including
evaluations based on real-world data. Its XAl features enhance understanding of model behaviour,
enabling agencies to assess safety, efficacy, and population-level impact. Overall, this contributes to
more informed, efficient decisions around health policy, reimbursement, and the integration of Al
technologies into care delivery.

5.1.9 Health Professional Societies

Health professional societies bring together clinicians, researchers, and experts to advance medical
research, education, and standards of care. Societies play a critical role in developing clinical guidelines
and shaping healthcare policy to ensure high-quality, patient-centred care.

REALM supports these societies by providing reliable, transparent evaluations of Al tools, including
performance metrics, interpretability insights, and alignment with clinical standards. These outputs
help professionals assess the readiness and appropriateness of Al systems for clinical integration,
fostering informed recommendations and building trust in Al-assisted healthcare.

5.1.10 Healthcare Networks

Healthcare networks connect providers, facilities, and services to collaborate in improving the quality
and efficiency of care delivery. These networks often operate across institutions and regions, sharing
resources and clinical practices.

PEALM is perfectly applicable in such settings, offering robust data privacy protections and support for
multi-node evaluations that align with federated data governance principles. Networks such as
DARWIN EU, EHDEN, and PIONEER can leverage REALM to assess Al model performance across diverse
clinical settings through REALM'’s ability to provide consistent, privacy-preserving, and scalable real-
world testing of Al systems, driving improvements in both model development and clinical
applicability.

5.1.11 Professional Consortia
Professional consortia bring together experts from across healthcare, such as clinicians, researchers,
technologists, to collaboratively advance medical knowledge and promote responsible innovation.

These groups play a key role in ensuring that new healthcare interventions are effective, ethical, and
aligned with professional standards.
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The REALM platform supports these consortia by providing transparent, explainable evaluations of Al
models, including tools such as XAl and synthetic data generation to help illuminate how decisions are
made. With access to these insights, consortia can assess whether Al systems meet scientific, clinical,
and ethical benchmarks and help guide their safe and trustworthy integration into healthcare practice.

5.1.12 Insurance Companies

Insurance companies play a pivotal role in the healthcare ecosystem by managing financial risk,
controlling healthcare expenditures, and shaping access to care through coverage policies.

REALM supports these stakeholders by providing insights into the clinical effectiveness and economic
value of Al-based medical technologies. Through access to transparent evaluation results, such as
model performance and real-world outcomes, insurers can make informed, data-driven decisions
about reimbursement strategies and policy coverage. This helps ensure that Al-enabled healthcare
solutions deliver both cost-efficiency and improved patient outcomes.

5.2 Actors in the Medical Domain

In this section, we focus on the actors expected to interact with the REALM platform and provide a
description of each. Figure 4 illustrates the actors identified using the methodology outlined in Section
2.3. These actors are anticipated to engage with the REALM platform either in general or as part of its
use cases and pilot implementations. The identified actors include: (a) Clinicians / Carers, (b) Hospital
Managers/ Executives, (c) Policy Makers / Public Decision-Makers / Policy Advisors, (d) Notified Bodies,
(e) Healthcare Providers, (f) Product Makers / Application Developers, (g) Principal Investigators /
Researchers, (h) Patient Advocates, (i) HTA Patient and Public Involvement Coordinators, (j) Appraisal
Committees, and (k) Entrepreneurs. Since an actor is defined as an external entity that interacts with
a system to achieve a specific goal, it is important not only to describe these actors broadly but also to
contextualize their objectives within the REALM platform. The following subsections provide a
description of each actor along with the goals they aim to achieve through their interaction with
REALM.
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Figure 4: Actors in the Medical Domain

5.2.1 Clinicians / Carers

Clinicians and carers are individuals involved in supporting patient health and well-being. Clinicians are
healthcare professionals responsible for diagnosing, treating, and managing medical conditions, while
carers are non-professionals such as family members, friends, or volunteers who assist patients in daily
life and provide emotional or practical support.

REALM supports both clinicians and carers by providing access to Al tools that have been rigorously
evaluated for safety, fairness, and clinical relevance using privacy-preserving real-world data. The
platform’s XAl capabilities enhance transparency, helping clinicians understand the rationale behind
model decisions. This fosters trust in Al-assisted recommendations and supports the responsible
integration of Al into clinical workflows to improve patient care.

5.2.2 Hospital Managers / Executives
Hospital managers and executives oversee the strategic and operational functions of healthcare

facilities, ensuring efficient service delivery, regulatory compliance, and high standards of patient care.

REALM supports these actors by providing transparent, regulation-informed evaluation results on Al
technologies. By accessing evidence on model safety, efficacy, and compliance with healthcare
standards, hospital executives can make informed decisions about adopting Al systems. This enables
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them to safeguard patient and staff wellbeing while advancing the integration of trustworthy Al
solutions in hospital settings.

5.2.3 Policy Makers / Public Decision Makers / Policy Advisors

Policymakers and public decision makers develop and implement healthcare policy to optimize system
efficiency, accessibility and enhance patient outcomes.

With REALM, these actors have access to transparent, evidence-based evaluations of Al technologies,
facilitating the creation of informed and effective policies. The platform’s XAl features also promote
ethical decision-making by clarifying how Al models operate, ensuring that patient safety, fairness, and
equity remain central considerations in healthcare policy formulation.

5.2.4 Notified Bodies

Notified bodies are independent third-party entities that assess whether medical devices meet
regulatory standards before they are approved for use.

REALM supports notified bodies by providing detailed, privacy-preserving assessment reports of Al
models. Its XAl tools help clarify model decisions, enabling these bodies to efficiently verify that Al
systems comply with safety, performance, and ethical requirements throughout the certification
process.

5.2.5 Healthcare Providers

Healthcare providers, such as hospitals, clinics and medical practices, deliver direct medical care to
patients and manage clinical services.

Through the REALM platform, providers can evaluate the real-world performance of Al models while
maintaining data privacy and security. The platform enables them to assess the reliability, fairness, and
clinical readiness of Al tools, supporting their safe integration into healthcare workflows to improve
patient outcomes and operational efficiency.

5.2.6 Product Makers / Application Developers

Product makers and application developers design and create healthcare technologies, such as
software and medical devices, designed to address clinical needs and improve patient care.

With REALM, these actors can evaluate Al models using privacy-preserving, decentralized data without
compromising patient confidentiality. By leveraging performance metrics and XAl insights from the
platform, developers can optimize their products for accuracy, reliability, and compliance enabling the
creation of trusted, market-ready Al solutions aligned with regulatory and clinical standards.

5.2.7 Principal Investigators / Researchers
Principal investigators and researchers lead and conduct research that advances healthcare technology

and information. They provide scientific integrity and analysis of results.

REALM supports these users by enabling the evaluation and refinement of Al models using privacy-
preserving real-world data. Researchers can leverage tools such as XAl and synthetic data generation
to explore model behaviour, assess performance, and ensure transparency. This enhances the
scientific integrity of their work and contributes to impactful, trustworthy medical research.
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5.2.8 Patient Advocates

Patient advocates are individuals with the insight and experience to support a broader population of
patients living with a specific disease or health condition. They may or may not be affiliated with a
formal organisation, but their work focuses on representing the interests of patient communities,
particularly in ensuring that healthcare systems and innovations reflect patients’ real needs and
concerns.

REALM empowers patient advocates by providing insight into how Al models are evaluated, with a
focus on fairness, safety, and transparency. Through the platform’s XAl capabilities, advocates can
better understand and communicate how Al tools impact patient care, ensuring that innovation
remains aligned with patient interests and ethical standards.

5.2.9 HTA Patient and Public Involvement Coordinators

Patient and public involvement coordinators ensure that the voices of patients and the broader public
are meaningfully integrated into HTAs. Their work helps align healthcare innovation with real-world
needs, values, and concerns.

REALM supports them by providing clear, accessible evaluation results of Al technologies. With its
explainability and transparency features, the platform facilitates inclusive and understandable
assessments, helping to build public trust and enable meaningful engagement in healthcare decision-
making.

5.2.10 Appraisal Committees

Appraisal committees assess the clinical and cost-effectiveness of healthcare technologies, playing a
vital role in determining which innovations should be adopted and funded within health systems.

REALM provides such committees with transparent, evidence-based evaluations of Al models,
including metrics on safety, fairness, and performance. With the platform’s XAl features, committee
members can better understand how Al systems reach decisions, enabling ethically grounded,
outcome-focused judgments on technology adoption.

5.2.11 Entrepreneurs

Healthcare entrepreneurs are at the forefront of innovation, developing Al-driven solutions to enhance
care delivery and improve patient outcomes.

The REALM platform supports them by offering robust tools for testing and refining Al products in a
privacy-preserving environment. With access to XAl, synthetic data generation, and transparent
performance evaluations, entrepreneurs can optimize their models, ensure regulatory readiness, and
bring reliable, ethically aligned products to market more efficiently.

38



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

6 Standard Data Quality Framework

During the course of the REALM project, we incorporated insights from the EU-funded project
QUANTUM?*, which aims to develop a common labelling system across Europe for assessing and
communicating the quality and utility of datasets. QUANTUM consortium published a comprehensive
set of Data Quality and Utility Dimensions, which we adopted and operationalized in the REALM
project. These dimensions were used to assess the data quality across the five demonstrators within
REALM. This led to the development of a generic data quality evaluation interface, intended to be used
in use cases beyond the scope of REALM.

6.1 Evaluation Dimension

This section outlines the full set of 24 data quality dimensions adopted from QUANTUM [6],
categorized into four major groups. In Table 5, for each dimension, we provide a description, its
corresponding category, a mapping to the Standard Model Quality Framework (SMQF) of REALM, and
whether it is evaluated through quantitative or qualitative methods. Of these, 11 dimensions were
assessed using quantitative metrics, while 13 were evaluated qualitatively. The quantitative
dimensions are the ones that can be assessed automatically, while the qualitative dimensions are
evaluated by a user questionnaire. Details about quantitative evaluations are discussed in Section 6.1.1
and qualitative evaluations are described in Section 6.1.2.

To ensure consistency and facilitate interoperability between the data and model evaluation
processes, we established explicit relation between each data quality dimension and relevant aspects
of the SMEF, developed in WP3. This cross-mapping allows us to create a full-cycle evaluation, from
data acquisition, curation, etc. to model development and its validation. For example, a dataset with
limited accessibility or poor documentation on data access processes, negatively impacts Data
Governance and Transparency of the model. Similarly, datasets with insufficient Population
Representativity may introduce bias and compromise the Fairness and Technical Performance of
models trained on such data.Through such mapping process, we identified how specific data quality
dimensions may affect model evaluation criteria such as:

e Technical Performance: Influenced by 10 SDQF dimensions including Accuracy, Precision,
and Data Completeness.

e Data Governance: Linked to 8 dimensions, including Accessibility, Metadata Granularity,
and Reliability. While these dimensions contribute indirectly to model evaluation, their
alignment is more strongly associated with the FAIR Data Principles to ensure that data is
Findable, Accessible, Interoperable, and Reusable, which in turn supports Al model
evaluation.

e Transparency and Accountability: Supported by dimensions like Availability,
Trustworthiness, and Compliance.

e Fairness: Directly connected to Population Coverage and Population Representativity.

e Interoperability and Robustness: Informed by Semantic Coherence and Temporal
Comparability.

This mapping highlights that data quality is not an isolated concern, but a foundational element that
shapes model fairness, interpretability, and performance. By aligning SDQF and SMQF at the dimension
level, the REALM project ensures that weaknesses or risks in data quality may be directly traced to

“QUANTUM: An EU-funded project in the context of EHDS that aims to create a common label system for
Europe that guarantees the quality and utility of datasets for scientific and health innovation purposes -
https://quantumproject.eu/about-us/.
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potential model-level impacts, enabling a full-cycle quality assurance and continuous improvement
process.

Dimensions Category Relation to Quantitative  Description
SMEF or Qualitative
Accessibility Cl: Accessand Data Qualitative The degree to which data is
provision Governance, easily obtainable, clearly
Transparency presented in a way that can
be understood and
available in a suitable
format
User C1: Accessand Data Qualitative The degree of
permissiveness  provision Governance permissiveness that
licences and requirements
for ethical and data
governance approval grant
to a user for the intended
use.
Population C2: Coverage Fairness, Quantitative Coverage rate of the
Coverage Technical population in question.
performance
Population C2: Coverage Fairness, Quantitative The degree to which the
representativity Technical data adequately represent
performance the population in question.
Metadata C3: Data Data Quantitative Availability,
granularity Documentation Governance comprehensiveness and
level of detail of metadata
that help users understand
the data being used.
Availability C3: Data Data Qualitative The degree to which data is
Documentation Governance; present, obtainable and
Transparency; ready for use.
Accountability
Compliance C3: Data Accountability Qualitative The degree to which data
Documentation has attributes that adhere
to standards, conventions
or regulations in force and
similar rules relating to
data quality in a specific
context of use.
Data origin C3: Data Data Qualitative a description of the source
provenance Documentation Governance; of the original or raw data
Transparency prior to any subsequent

processing or
transformation, including
context, purpose, method
and technology

of data generation.
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Documentation

C4: Technical
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C4: Technical
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C4: Technical
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C4: Technical

quality

C4: Technical
quality

C4: Technical
quality

C4: Technical
quality

C4: Technical
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Data
Governance;
Transparency

Technical
performance

Technical
performance

N/A

Interoperabilit
Y;

System
robustness

N/A

Interoperabilit
y

Transparency;
Accountability

Technical
performance

Technical
performance

Qualitative

Quantitative

Quantitative

Quantitative

Quantitative

Qualitative

Qualitative

Quantitative

Quantitative

Qualitative

The degree to which
context information fosters
trust in the data, e.g. by
documenting agents
involved in the provenance
of data, data validation
routines, the provenance of
available provenance
information etc.

The degree to which data
correctly describes what it
was designed to measure.
The degree to which
aspects relevant for
analysability are used
consistently throughout a
dataset or across different
datasets or versions of one
dataset.

The degree to which
formats are used
consistently throughout a
dataset or across different
datasets or versions of one
dataset, improving
analysability.

The degree to which the
same value means the
same throughout a dataset
or across different datasets
or versions of one dataset,
improving analysability
The consistent use of
definitions, standards and
methods facilitates
comparison of data.

How the consistent use of
definitions, standards and
methods facilitates
comparison of data over
time.

The degree to which all
required information is
present in a particular
dataset.

The degree of data
attributes being present in
a dataset without
reference to specific data
values.

The degree to which data
has attributes that are free
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Relational
validity

Syntactic

validity

Reliability

Data dictionary

granularity

Relational
consistency

Precision

C4: Technical
quality

C4: Technical
quality

C4: Technical
quality

C4: Technical
quality

C4: Technical
quality

C4: Technical
quality

Technical
performance

Technical

performance

Data
Governance

Data
Governance

Technical
performance

Technical
performance

Qualitative

Qualitative

Qualitative

Qualitative

Quantitative

Quantitative

from contradiction and are
coherent with other data in
a specific context of use. It
can be either or both
among data regarding one
entity and across similar
data for comparable
entities.

The degree to which a
dataset conforms to the
data model.

The degree to which data
conforms to the syntax
(e.g. format, type, range) of
its definition.

Reliability refers to how
closely the data reflect
what it was designed to
measure and is this
consistent over time.
Availability,
comprehensiveness and
level of detail of the data
dictionary

The degree to which data
has attributes that are free
from relational
contradiction, i.e. each
entity shall be represented
by at most one identifiable
data unit, or by multiple
but consistent identifiable
units.

The degree of
approximation by which
data can represent reality
(e.g. numerical resolution
or the number of
categories).

Table 5: List of data quality dimensions with their categories, as adopted from QUANTUM [6].

The Table provides their relation to the dimensions presented in the REALM Standard Medical Device
Software Evaluation Framework. N/A indicates the absence of explicit relation between the dimension
of data quality framework and those of software evaluation framework

6.1.1 Quantitative Dimensions

A key consideration in assessing the suitability of medical data for evaluating Al-based MDSW is the
extent to which the evaluation can be automated. To facilitate such automation, we focus on
evaluation criteria and dimensions that are sufficiently general and broadly applicable across diverse
datasets. In this context, “automated” refers to the use of programmatically implemented
guantification methodology that takes a given dataset as input and evaluates it against a specific
characteristic, or “dimension”, as defined within the data quality framework.
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It is important to note that medical datasets can vary significantly based on the modality, whereby
they could include images, time series, tabular data, or text, such as those within the Electronic Health
Records (EHR), or combinations thereof. Due to inherent differences between these modalities, it is
often neither obvious nor feasible to define a single automated evaluation method for a specific
dimension that can be uniformly applied across all of them.

To maintain generalizability without compromising practicality, we adopt a balanced approach. While
we aim for automated methods that are broadly applicable, we also recognize the need for trade-offs
to ensure the framework remains realistic, usable, and understandable, especially for medical domain
experts.

Accordingly, we focus on three commonly encountered modalities in medical datasets: images, time
series, and tabular data. This selection aligns with the use cases piloted under the REALM project.

Table 6 presents the quantitative dimensions included in the proposed SDQF framework. which are
automatically applied to the examined datasets using custom-developed scripts. In addition to the
name and definition of each dimension, the table also outlines how these dimensions translate into
specific checks that can be automatically performed on datasets across the three targeted modalities.

Dimension Description Image Data Tabular Data Time Series Data
Population The degree to which Check each class Check each N/A
Representativity the data adequately has a similar class has a

represent the number of similar number

population in samples. of samples.

question.

Metadata Availability, Check if there Check if there Check if there are

Granularity comprehensiveness, are available are available available
and level of detail of metadata for metadata for metadata for each
metadata that help each patient. each patient. patient.
users understand the
data being used.

Accuracy The degree to which CT-scan slices Common Common features
data correctly are of the same  features (age, (age, height) are
describes whatitwas  dimension. height) are within expected
designed to measure within expected ranges.

(the “real world” ranges.
entity)

Coherence The degree to which Check if all Check that for Check that for
aspects relevant for images have the each feature all each feature all
analyzability are used  same number of samples adhere samples adhere to
consistently channels. to the same the same data
throughout a dataset data type. type.
or across different
datasets or versions of
one dataset.

Semantic The degree to which Check for Check for Check for columns

Coherence the same value means duplicate columns with with the same

the same thing
throughout a dataset
or across different

datasets or versions of

one dataset,

slices/images.

the same name
but different
values.

name but
different values.
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improving
analysability.
Completeness The degree to which Check for Check the Check the
all required missing pixels. percentage of percentage of
information is present missing values.  missing values.
in a particular dataset.
Relational The degree to which N/A Check for Check for
Consistency data has attributes duplicate rows.  duplicate rows.
that are free from
relational

contradiction, i.e.,
each entity shall be
represented by at
most one identifiable
data unit, or by
multiple but
consistent identifiable

units.
Table 6: SDQF Quantitative Dimensions with their implementations for specific modalities.

Based on the information presented in Table 6, several key observations can be made. Among the
seven quantitative dimensions, there are two dimensions (population representativity, relational
consistency) for which no quantification methodology can be applied, for a specific data modality. For
the population representativity dimension, no implementation is available for time series data. This is
primarily because it is not straightforward to define discrete classes within a time series, particularly
when attempting to extend the methodology originally developed for images and tabular data.
Similarly, for the relational consistency dimension, there is no quantification methodology for image
data, as identifying duplicates within images cannot be objectively defined in a way that is both
practical and meaningful.

Despite these exceptions, three of the quantitative dimensions share a similar quantification
methodology across all modalities. Furthermore, six of the dimensions use the same methodology for
both tabular and time series data, which reflects the close relationship between these two data types.
In contrast, four dimensions exhibit methodological differences between image data and the other
two modalities. Such distinctions underscore the fundamentally different nature of image data and the
need for adapting evaluation metrics to best match their respective unique characteristics.

Finally, it is important to note that the definitions of the quantitative dimensions in the SDQF
framework are intentionally kept flexible. Rather than prescribing strict implementation details, the
framework allows for a variety of methodological approaches that can achieve the intended evaluation
goals. In practice, we have chosen a few straightforward methods to limit complexity. This decision
helps ensure that the results remain accessible and interpretable, particularly for users with limited or
no background in data science, such as many clinicians and other healthcare professionals.

6.1.2 Qualitative Dimensions

The dimensions listed in Table 7 are evaluated using qualitative assessment methods, as they involve
characteristics that are often subjective, context-dependent, or not easily reducible to numerical
metrics. For instance, unlike quantitative indicators such as Population Representativity or
Completeness, the dimensions such as Accessibility, Compliance, Trustworthiness, and Data Origin
Provenance require assessment based on subjective interpretation of the underlying documentation,
availability of metadata, licensing conditions, or the presence of procedural information. To support
consistent evaluation, we drafted a structured list of guiding questions and defined ordinal rating scale
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(from 1 to 5), with each level anchored by a clear criteria. While the resulting scores are ordinal, they
remain interpretive rather than derived from direct measurement, which justifies their classification

as qualitative.

Accessibility

Accessibility

Use

permissiveness

Availability

Compliance

Data origin
provenance

Trustworthiness

Questions

To what degree is the
data easily obtainable,
clearly presented,
understandable, and
available in a suitable
format?

To what degree are
licenses and governance
requirements permissive
for ethical and approved
use of the data?

To what degree is the
data present, obtainable,
and ready for use?

To what degree does the
data adhere to relevant
standards, conventions,
and regulations In force
and similar rules relating
to data quality in a
specific context of use.

To what degree is the
source, context, purpose,
method, and technology
of data generation
documented?

To what degree does
documentation of agents,
validation routines, and

Rating
1. Data cannot be located or retrieved.
2. Data found only after substantial effort.
3. Data located with moderate effort; format
occasionally unclear.
4. Data easily located; format mostly clear.
5. Data easily accessible; format crystal-clear and
user-friendly.
1. Use prohibited or severely restricted.
2. Multiple heavy constraints; licenses vague.
3. Some permissions granted but with non-trivial
hoops.
4. Minor restrictions; licenses clear and largely
permissive.
5. Fully open use; licenses explicitly encourage broad
reuse.
1. Data unavailable or offline.
2. Downloadable link is provided but download fails
or broken links.
3. Occasional access issues without clear instruction
or with formats issues.
4. Mostly stable and clear downloadable links with
common formats.
5. Hosted on persistent, reliable repository with
open, standard formats.

1. No adherence to any standards or regulations.

2. Rough or partial compliance with many gaps.

3. Met with core standards with some edge cases
non-compliant.

4. Satisfy all main regulations with minor deviations.
5. Fully compliant with all relevant standards/laws.

1. No source or collection details.

2. Only source name is provided with no methods or
context.

3. Basic method description is provided but dates,
operators, ogranizations, and other key components
are missing

4. Methods, purpose, dates, and other key
components are provided but missing minor
context.

5. Complete provenance is provided with detailed
descriptions of method, system, dates, agents, data
processing process.

1. No information about data origin, agents, or
validation.

2. Only some provenance or agent names
mentioned, but no details on processes.
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Comparability

Temporal
comparability

Consistency

Relational
validity

Syntactic
validity

Reliability

provenance foster trustin
the dataset?

To what degree do
definitions, standards,
and methods facilitate
comparison with other
datasets?

To what degree do
definitions, standards,
and methods remain
consistent over time for
longitudinal comparison?

To what degree is the
data free from internal
contradictions and
logically coherent?

To what degree do the
data’s internal, external,
and relational aspects
conform to their intended
definitions?

To what degree does the
dataset conform to its
intended relational/data
model?

To what degree does the
data conform to syntax
requirements (format,
type, allowable range)?

3. Key agents and data-validation steps are named,
but provenance chains are incomplete.

4. Clear documentation of most agents, validation
routines, and where provenance logs exist.

5. Comprehensive records of all agents, end-to-end
validation processes, and detailed provenance
metadata.

1. Cannot be compared with any other dataset.

2. Use few shared standards and definitions; limited
comparability.

3. Use some common standards and definitions;
partial comparison possible in a limited community
4. Use most possible common definitions and
standards to facilitate easy comparison with other
datasets in a broader community

5. Fully aligned with the common definitions and
standards and possible to compare with any other
standard data in and across community

1. Methods and protocols change every period
without any documentation

2. Frequent changes in methods and protocol with
limited versioning

3. Occasional but necessary methods and protocol
changes minor versioning.

4. Stable methods and protocol with clear
versioning.

5. Fully stable in methods and protocol over time.
1. Logical contradictions pervasive.

2. Frequent logical errors in data attributes (age>200
yrs old, male with pregnancy label)

3. Occasional inconsistencies in data attributes

4. Rare inconsistencies.

5. Fully consistent throughout.

1. Schema ignored; data free-form.

2. Many deviations from intended data model.

3. Mostly conforms to intended data model with a
few mismatches.

4. Schema largely respected.

5. Strict and systematic adherence to data/model
design.

1. Formats and types frequently invalid.

2. Many syntactic errors with data format and types
3. Some syntactic errors with data format and types
4. Only a few invalid entries or syntactic errors

5. All entries parse correctly with correct syntax

1. Data fluctuate wildly; repeated measures under
identical conditions give very different results.

2. Noticeable drifts or inconsistencies over time;
occasional repeats mismatch substantially.

3. Generally consistent but with some time-based
noise or small unexplained shifts.
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4. Measurements are stable over time with only
rare, minor deviations.
5. Data perfectly reproduce intended measures
across repeated collections; no temporal variation.
1. No dictionary or definitions.

To what degree does the 2. Field names only; no details.

Data dictionary  data consistently reflect 3. Basic definitions; missing examples/units.
granularity what it was designed to 4. Detailed definitions; minor gaps.
measure over time? 5. Comprehensive dictionary with examples,

statistics, and usage notes.
Table 7: SDQF Qualitative Dimensions as defined within REALM, with description of their respective ordinal rating scales.

6.2 Indicative Results

To better demonstrate the practical applicability of the proposed SDQF framework, this subsection
presents the implementation of SDQF and its resulting outcomes as applied to a real-world medical
dataset. Specifically, we use a subset of the dataset associated with REALM’s Use Case 4, which focuses
on employing Al models for patient risk stratification related to the medical condition of Chronic
Obstructive Pulmonary Disease (COPD) and asthma. The dataset is structured in tabular form.
Moreover, this dataset is representative of use case that is potentially suitable for evaluating Al-based
MDSW within the broader REALM platform.

To facilitate the practical use of the proposed SDQF framework — a standalone tool - and to more
effectively demonstrate its applicability in real-world scenarios, a demo application has been
developed using Streamlit. Figure 5 shows the application's home page, where users can select from a
list of REALM use cases relevant to their application and upload their data along with the associated
metadata.

Use Case Selection Standard Data Quality Framework

Use case 4 v Please upload a dataset and click 'Load Data’ to begin.

ASCOPD

Figure 5: Homepage of the SDQF user interface

After the data is uploaded, an initial preview of the dataset is displayed for visual inspection, as shown
in Figure 6.
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Standard Data Quality Framework

Data loaded successfully!

Data Preview

70 722 9 35 31 15 136 100 50

73 74 90 90 92 15 140 20 100
32 745 80 30 93 15 120 115 5
69 747 76 30 85 15 134 85 60
70 74 20 20 85 180 74 60
52 86 28 92 163 99 50
57 742 72 12 97 15 134 73
84

2 747 65 18 94 15 103 18

o © © m o m = o =
o © © N © = = o o o
~
N
[S]
P N R L R R )
e © © N @ ©o o ~w o ©

70 747 15 120

Figure 6: Dataset preview in the SDQF application

Next, the application prompts users to provide their inputs related to the qualitative dimensions. These
responses must be manually entered by the user, as they cannot be automatically extracted from the
dataset. As described in Section 6.1.2, users are required to complete the questionnaire, which
includes definitions for each qualitative dimension, along with a set of predefined set of options for
users to choose from. To enhance user experience, the demo application offers two methods for
completing the questionnaire:

1) The questionnaire is embedded within the demo application, allowing users to complete it
directly in the application’s user interface. The full list of questions pertaining to qualitative
dimensions can be found in the Annex: SDQF Qualitative Dimensions Questionnaire.

2) Alternatively, users can download the questionnaire as a JSON template, complete it locally,
and then upload their responses back into the application. Figure 7 shows the interface for
performing this action, while Figure 8 displays the structure of the JSON template where users
can enter their responses related to the qualitative dimensions.

Qualitative Check Configuration

Upload qualitative assessment (JSOMN)

Drag and drop file

here Browse

files

Download JSON Template

Figure 7: Interface for downloading/uploading the qualitative dimensions questionnaire

48



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

{

"qualitative_assessment": {
"accessibility": 2,
"use_permissiveness": 3,
"availability": 1,
"compliance": 1,
"provenance": 4,
"trustworthiness": 4,
"consistency": 5

1,

"instructions":

}
Figure 8: Filled JSON template for the qualitative dimensions

After collecting the responses for the qualitative dimensions, the next step involves automatically
deriving the results for the quantitative dimensions. As outlined in Table 6, for tabular datasets, such
as the one used in this example use case of COPD, the user must first specify the target column, as well
as indicate whether the dataset includes features for age and height. This information is required
because, to compute the population representativity metric, the number of samples per class must be
known, which depends on correctly identifying the target feature. Additionally, the dimension for
measuring accuracy, assesses whether common features like age and height, fall within expected value
ranges. Therefore, the user must indicate the whether these features are relevant in their dataset, in
order to enable this assessment.

Once the pre-requisites of specific columns are defined, the evaluation of the quantitative dimensions
is performed. The final results for both the quantitative and qualitative dimensions are then presented
to the user. Figure 9 shows the visualizations generated to provide a clear overview of the results.

Specifically, two radar charts are produced, one for the quantitative dimensions and one for the
qualitative dimensions. The results are mapped to scores ranging from 1 to 5, with higher values
indicating better dataset quality. In addition, an aggregated overall score is provided separately for the
guantitative and qualitative dimensions.

Quality Assessment Results

Qualitative Assessment Quantitative Assessment

Average Qualitative Score: 2.9/5 Average Quantitative Score: 3.9/5

Figure 9: Radar diagrams illustrating the data quality assessment based on the SDQF

Finally, the detailed scores for each individual evaluation dimension, both quantitative and qualitative,
are also presented in Figure 10 and Figure 11, respectively.
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Detailed Quantitative Scores

Population Representativity: 2/5
Metadata Granularity: 1/5
Accuracy: 5/5

Coherence: 5/5

Semantic Coherence: 5/5
Completeness: 4/5

Relational Consistency: 5/5

Figure 10: Overview of the obtained quantitative scores
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Detailed Qualitative Scores

Accessibility: 2/5

Use Permissiveness: 3/5
Availability: 1/5
Compliance: 1/5
Provenance: 4/5

Trustworthiness: 4/5

[%,]
(%]

Figure 11: Overview of the obtained qualitative scores

Overall, the proposed SDQF framework, when combined with an interactive interface, demonstrates
potential for practical use in real-world scenarios. It offers a straightforward and user-friendly
approach for conducting a comprehensive evaluation of the provided dataset. The application’s design
is guided by the principles of usability and explainability, aiming to improve ease of use and enhance
the interpretability of the results.

For example, the results for the quantitative dimensions clearly indicate that the dataset suffers from
significant class imbalance, as reflected by the low score in the population representativity dimension.
Similarly, the low score in the metadata granularity dimension highlights the absence of associated
metadata for the dataset which is consistent with the fact that no metadata were uploaded by the
user.
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7 Conclusion

The development of the SDQF represents a significant milestone in formalizing and supporting the
overall advancement of the REALM platform. It lays the foundation for establishing REALM as a
pioneering and effective solution for the evaluation of Al-based MDSW. The work presented in this
deliverable has successfully defined the key requirements that must be met both during development
and post-launch. Additionally, it provides a deeper understanding of the stakeholders and user groups
expected to interact with the platform, enabling a design that is better aligned with their specific
needs.

This deliverable presents several key achievements, including the elicitation of REALM’s user
requirements across three major categories: functional user requirements, security and privacy
requirements, and ethical, privacy, and data protection requirements. In addition, system
requirements were clearly defined based on the needs of each component within the overall REALM
architecture. This has supported efficient development while minimizing unforeseen risks related to
resource planning within the project.

Furthermore, a comprehensive literature review, combined with insights gathered through the
dissemination of questionnaires, has contributed to a deeper understanding and more accurate
mapping of the stakeholders and actors expected to engage with the REALM platform. This has been
instrumental in designing and developing the platform to more effectively meet the needs of its
intended users.

Moreover, this deliverable introduced a SDQF framework for evaluating medical datasets intended for
use in the assessment of Al-based MDSW. The framework builds upon a pioneering work in the
community and incorporates a range of evaluation methodologies that enable a more holistic and
comprehensive analysis of dataset quality. In doing so, REALM not only facilitates the evaluation of
Al-based MDSW but also enhances the credibility of those evaluations by first assessing the quality of
the underlying data.

Overall, the elicitation of user and system requirements, the identification of relevant stakeholders
and actors, and the introduction of the SDQF framework together provide a strong foundation for
defining the REALM architecture. This foundation ensures that the platform aligns with user needs and
delivers credible results, while also considering its position within the broader ecosystem of Al
applications in the medical sector.

52



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

8 References

[1] J. L. T. S. H. D. &. H. R. Wale, "Patients and public are important stakeholders in health
technology assessment but the level of involvement is low—a call to action", Research
involvement and engagement, pp. 1-11, 2021.

[2] T.L. K. M.S. D. H.J. M. |. &. E. J. Zabell, "Engaging healthcare staff and stakeholders in healthcare
simulation modeling to better translate research into health impact: A systematic review",
Frontiers in Health Services, 2021.

[3] A. &. E. D. Pereno, "A multi-stakeholder perspective on sustainable healthcare: From 2030
onwards", Futures, 2020.

[4] D.S. A. M. D. &. F. C. Char, "ldentifying ethical considerations for machine learning healthcare
applications", The American Journal of Bioethics, pp. 7-17, 2020.

[5] D. Lupton, "Digital health now and in the future: Findings from a participatory design
stakeholder workshop", Digital health, 2017.

[6]J.S.A.D.-A. L. W. K. K. M. M. S. N. P. M. C. &. B.-D. E. Daumas, "QUANTUM Deliverable 1.1
Specification of the data sets' quality and utility label (2.3.0)", Zenodo, 2025.

53



REALM (101095435) D4.4 — Standard Data Quality Framework (SDQF)

9 Annex: REALM User Requirements Template

Call: HORIZOM-HLTH-2022-TOOL-11
Topic: HORIZON-HLTH-2022-TOOL-11-02
Funding Scheme: HORIZON Research and Innovation Actions (RLA)

Grant Agreement no: 101095435

¢ " YRERLM

User Requirement Template
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Table of Contents

Executive Summary
1 Component Description

1.1  Component Description EXample ...

1.1.1 XAl Framework

1.2  Component Description

I LT ¥ R Y

List of Abbreviations and definitions

The abbreviations and definitions used in the deliverable are based on the AIDAVA Glossary [ref].
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The structure is indicative. You can change the names of the heodings to serve the need of your
deliverable. However, s per EC request, please always provide a summary ond conclusions!
Please do not forget to delete all instructions/guidence when preparing your deliverable,

Executive Summary

This document is a template designed to elicit information about the user requirement. In_
particular, this document receives information about the User, Security & Privacy and Ethical
requirements, for both the REALM platform and the data that it handles. These requirements are
going to be translated to Fumctiomal and Non-Functional Requirements for the platform.
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1 Example

1.1 User Requirements

User Requirement User Description

D Requirement
Title

REALM_UR_UC1_01  Presenting The REALM system must be Functional High
results able to provide, present and

visualise the results of
processes to the RIANA
Dashboard.

REALM_UR_UC1_02 Askforapproval The REALM system must ask Functional High
for the approval of the
administrator, when necessary,
before proceeding to
interventions on the
infrastructure.
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1.2 Security & Privacy Requirements

User Requirement User Descriplion
1 Requirement
Title
REALM_SPR_UC1_01 Database All databases where personal Functional High
security data are stored in the REALM
System must be encrypted,
access to them must be

restricted and authentication
required to access such data.
REALM_SPR_UC1_02  Minimum The REALM Systemn shall install  Mon-Functional High
Systems only updates and
Configuration functionalities which are
essential for the functioning
and security of the system,

1.3 Ethical Requirements

User Reguirement  User Description Priority
[} Requirement
Title
REALM_ER_UC1_01 Unbiased All databases in REALM rust be  Non-Functional  High
Database evaluated, ensuring these it no

unwanted bias in the data

2 User Requirements

User Requirement User Description Priority

{1} Requirement
Tithe

<Please provide an <Please provide  <Please provide a description <Functional, or  <Low,
identifier based on B short title of the requirement [ext]> Non- Medium,
the following format  [text]> Functional> High>
[UR_UCK_XX where

X denotes the

number of the use

case/pilat, while XX

denotes o sequence

number]>
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User Requirement

i

<Please provide an
identifier based on

[UR_ULICX_XX wheve
X denotes the
number of the use
case/pilot, while X
denotes o sequence
number]>

3 Security & Privacy Requirements

Uiser Description
Requirement
Title

<Please provide  <Please provide a description
a short title of the requirement [text]>

the fallowing format  [fext]>

<Functional, or
Mon-
Functional>

<Low,
Medium,
High>

4 Ethical Re

gquirements

the European Union

User Requirement User Description Priority
] Requirement
Title

<Please provide an  <Please provide  <Please provide a description of  <Functional, or  <Low,
identifier based on & short tithe the requirement [text]> Non- Medium,
the following [text]= Functional> High>
format
[UR_LICX_XX where
X denotes the
number of the use
case/pilot, while X
denotes o sequence
number]>

Funded by
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10 Annex: REALM System Requirements Template

f:lall: HORIZON-HLTH-2022-TOOL-11
Topic: HORIZON-HLTH-2022-TOOL-11-02
Funding Scheme: HORIZOM Research and Innovation Actions (RIA)

Grant Agreement no: 101095435

System Requirement Template

Contractual Submission Date: dd/mm/yyy,
Actual Submission Data: dd iy

Responsible partner: Px: xx (partner name)
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Grant agreement no. 101055435

REALM - Real-world-data Enabled Assessment for healsh,
regulatory decision-Making

Project full title

Deliverable number Dox,

Deliverabl 100K

Type* M

Dissemination level o

‘Work packagze number M

Work package leader Pr-zx

Author(s) Mame [partner name) [eg Gahrijelz Radi (EURICE)]
X

B

Keywaords

Funded by the European Union. Views and opinions expressed zre however those of the awuthoris)
anly and do not necessarily reflect those of the European Union or the Eurgpean Health and Digital
Executive Agency (HaDES).

Meither the European Union nor the granting suthority can be held responsible for them.

Document History

Version |Date |De5
Wi

Wi

Vi

* Type: Use ane of the following codes I consistence with the Description of the Action):

R Document, report |excluding the periodic and final reparts)
DEM: Demansirator, pilot, prototype, plan designs
DEL: Wiehsites, patents filing, press & mecia actions, vdeas, et

? pissemination level: Use ane of the fallowing codes {in consistence with the Description of the &ction)
PLI: Public, fully open, e.g. web
SEM! Sensithe, limited under conditions of the Grant Agreement
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Table of Contents
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1  Component Description

11 Component Description Example
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12 Component Description

List of Abbreviations and definitions

The abbreviations and definitions used in the deliverable zre based on the AIDAVA Glossary [ref].
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The structure is indicotive. You con change the nomes of the heodings to serve the need of your
delfverable. However, as per EC request, please always provide @ summary ond conclusions!
Please do not forget to delete all instructions/guidance when preparing your deliverable.

Executive Summary

This document is a template designed to elicit informatien about the user requirement. In
particular, this document receives information about the User, Security & Privacy and Ethical
requirements, for both the REALM platform and the data that it handles. Theze requiremsnts are
going to be translsted to Functional and Mon-Functional Regquirements for the platform.
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1 Example
4 1.1 System Requirements

Requirement
[[+]

REALM_SR_01

Component

Requirement  Description

Title

Computation
intensive

Task

The REALR
system must
support the
execution and
orchestration of
CompuUtation
intensive task

High
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REALM [101095435) Component Cescription Template

1.2 Storage Requirements

Here we define the storage requirements of the respective REALM subsystem.

Requirement 1D Component Reguirement Description Functional  Non-
Title Functional

REALM_STR_01 XAl saL The REALM v High
Framework | Database platform must
Support Suppart SaL
database for
metadata
persistence.

REALM_STR_02 xal Imags The REALM v High
Frameawork | Persistence Systemn must
suppart the
persistence of
imzge files
REALM_STR_02 XAl Model The REALM ) High
Framework | Persistence Systemn must
suppart the
pErsistence
models/Binary
files that will be
produced from
the XAl

COMPCNENL.

1.2 Visualisation Requirements

The Visuzlisation Requirements identify the nesds of the respecting component in respect to
visualization that need to be projected in 3 dashboard/interface.
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REALM [1010554335]

Com@ponent Descripbion Tem plats

Roguirement |0 Component | Requinement  Daescription Functional Nom- Prioity
Thie Fun ctiomal
REALM_VA_D1 aal Dashboard | REALM must W High
Framework | Visualsation | support the
Suppart utilization and
wisualisation of the
output of the XAl
Framework
REALM_VR_02 xal SHAP The REALM v Hh
Framework | Visualsation | dachbpoard should
Suppart b able ko visualize

SHAF data using
thee following plots:

a  dar Plot

= Beeswam
Flat

= ‘Waterfall
Plat

= Hou Flot

* Force Flot

= Image
Plat

1.4 Deployment Requirements

The Deployment Requirements identify the deployment needs of a respective companent in respect
P to bath the capabilities of the deployment system [sah'war:fhardwaru.l':-n't'lmizal:innl but alzo the
L lacation, eg., cloud, local, ete.

Raquiremant 1D

Component

Raguiramant Dascription

T

Functional Noa- Priosity
Functional

REALM_ER_O1

A
Framework

Dacker
Deployment

The REALM
system must
support the
exzcution and
archestration
af Dacker
containers

REALM_EA_O1

x|
Framework

[=1at]
optimisatian

Thie REALM
syshem must
support the
execution af
Irtensive
workilows
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REALM [101055435) Component Descripkion Template

L5 System Reguirements
The system Requirements identify general needs of the saftware, hardware and components fram the
REALM platfarm.

Requirement  Component Reguirement Daescription Functional —Nom- Priosity
15} Titha Functional

L6 Storage Requirements

Here we define the storags reguirements of the respective RCALN subsystem.

Ragulremaeat 10 Component Requirement Descripiion Functional Non- Priosity
Tithe Functional

1.7 Visualisation Requirements

The Vispalisation Requirements identify the pseds of the respecting companent in respect to
wisualization that nead to be projected in & dashboard finterface.

Raguiremant 1D Component  Regquiremest  Daescription Functional Nos- Prioity
Thie Functional

1.8 Deployment Requirements

The Deployment Requirements identify the degloyment needs of a respective companent in respect
ta bath the capabilities of the deployment system [ml‘twar:fhardwa refoptimization) but also the
kacation, eg., cloud, local, ete.

Ragquiremant ID Component Regquirement  Description Functional Nom- Priosity
Tithe Functional
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11 Annex: REALM Stakeholder & Actor Questionnaire

e

[Anonymous] Stakeholder Analysis Feedback Form for the REALM project

Tha REALM project is decicatod 1o advancing haalthcare solutions by fomenng innowation and collbocation. It bings together divese stakeholders indiuding regulatory
authorities, software dewelopers, haaltheare protessionals and pakicy makees

Tha project ams Lo craate a d lized, secute luation and certifiation frasnewoek for medical software using state-of-the-art technologies. REALM
omphastes on davaloping Al powerad 100l 10 assess lgorithms for bias, privacy, sccuracy, kgal accoumtadility, and athics, enhancing data driven cedision making.

N our eMons 10 shapo the REALM projact, we've drawn up a pralminaey Bt of potenaal Sakohalicers and actors, mainly cenved from karatum fevew fncings. Your
nsights, expertise and POrsPeCigs an of great IMparances, and this questiannaire k& talored 1 cpiure that knowlkedge. While it's cesigned 10 gathar your foadback on
tha compraharaivenass, redevance, pricritization, and Rstosical conacxt of the stakaholders, we <0 ancowrage you o shard It hurthar - 10 your partrens and intarestod
panties  haded on your knowkdgs and Sxpenance

It will take enly 10 minutes to complete, yof your feedbock will be invalvoble.

The REALM Project

Tha REALM plattorm & dedicated to peoviding 2 compraheraive and easlly acoessible source of essantial modicad data 101 winows applicasions. It adheres 10 the principles
established by DARWIN and aivs to sivglify the chalkinging task of locating medical data for Innavative sobtions and escdech actiitics The platform operates uncer 3
mun procedural ramework, affering user friendly suppon for daveloping and implementing appiications for post markes utlisation. it willses cutting odge peacticas
and techaclogias for acquinng, oning, procassing, and seoxing medkcal intarmation, whiks ako providing end usars with limited access modical data 10 evaliuate their
algonthers.

Objectives:

1. Craate guanlms l‘oenh.‘t\co dinical sofware assessmant with civerse, euismodal health data

2. Baid & e d, GDPR comg heakh i w0 certification Samework using Blockehain for wransparency and tracoabainy.
3. implament tocis for protessmg Eloctronic Health Reconds, using NLP and machine learning for better heakth data analysis.

4. Dovslop A tooks for hasith data soalysks, fooudng on bias, privacy, and ethics evaluation In an optinized workSow.

5. Establish asplanable Al memhods 10 InCrease trasaparency and address biss, proendting maching feaening acoption

6. Use syntheoc data and daital twins for realiszic medical alganthen training and dedsion making in e dseie scenancs.

7. Adoge and innovate heaith data haning standarnds and Jssessment protocols for medical innovations.

& Optimize real world data paramator solection for effickent post markse medical softwan: survellance

5. Share best practices and 100ls among U regulitory bodios for medical software evaluation Lsing real world dats

Vo can find more info o Bitps/jreolm- i e/

Centificstion

SANDBOX
Real World for Application X
Oata

Adaptive
Workflow

Data R.

Apphcation
Evaluation
Docentralized Utilites
Blockchain Network

Health
‘ Federated -—o Regulatory > Technology
" REALM Bodken AsseREment

*  Ewironmems Agencies
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Personal/Professional Overview

0Ny usiad for stabistics)

‘Which is the most advanced degres you hold?

() Mo high school dipkma

() High school dighoena or equivaknt

() Bachedors cogrea feg, BA, BEA, BFA, BS]

() Mastar's dogros ie.g. MA, MES, MFE. ME, MSW)

(T} Spechlist degres (g, EdS}

(T} applied or protessional doctorate degres 2.9, MO, DOC, 0O, J0), Phanm) or doctorate degroe (6.9, EAD, PRD)

() oeher

I you respondad “Other” o the previous guestion, kindly provide further details.

ENGT Yool answar

‘What is the size of youwr organisstion?

() seit empaysa

() 2 50employes
() 5199 empioyees
() 1001000 amployees

D Boe than 1000 amployos

) Mot anemplayee
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Inwhich type of organization do you wark?

() Biatachnolagy company

() Clinics and medical practice
(") Dighal haatth starmup

() Haalth IT company

(2 Healthcars consulting company
() Haalthcare Insurance company
() Hospital

(2 care tactiny

() Modical davica marwtaceurar
() Medical rezaaect touncation
() Monpeafit heatth crganizaticn
(Z) Pharmaceusical company
() Pharmacy

(2 Ragulatory agency

() Rascarch instibution

(2 Technakagy coengany

() unbversiy

() oeher

If you responded “Cther” 1o the previous guestion, kindly provide further details.

ENGr your arswer
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‘What & your comman extemnally used job tithe (iLe., what you would put an Linkedin)?

() analytics ScientisyConsultant
() Project Manager

() mamim engineer

() e rmscarcher

() Dota Scemist/Anakyst

() Chiet Bsouthve Cifficor [CZ0)
() Cndet Techralogy Doicer (£T0)
() Chiet Finardial Officer (C70)
() Chiet Compliznce Céticer (OO
() Clinidan

() Hospital Manag e Exscuthe
() Prodesser

(") PhD student

() Pastdocioral Foliow

() oeher

I you respondad “Other” o the previous guestion, kindly provide further details.

EFRar o anmwer

Country of Employment (Le., inwhich county is your professional activity based?)
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Missing Stakeholders and Actors
Ealow wa givi a list of Sakeholdars and Acors or REALM. We also prowide the tollowing datinkions

Rakatroldars
Staksholdirs are individuaks, grougs, of coganizations that hawve an interest of stake in the cutcoms of 3 prajgedt, decksion, o process. Thiy can influence or ba in
thaanced by the prokac’s aeecution and outcoems.

Astars
Arnors are specfic individuals that actively pamidpata in o perform actions within a system, project, or process. Thay interac with the system o achiew certain

goals ar partomm speific tasks

List ol Stakehol ders:

1. Health Sepaces’ Hospitaks f Healtheare Orgarirations
2. Heahh rdisanies [/ Busines B Innovartion Clusters

3. Research Cantars f Universiies

4. Goweanimeaas J Reglonal - Matkoeal Stk

5. Owarsight / Regulitory Bodies

& Patient Groups © Healhcam Consumaer Groups

7. Monprote Geoups FNG0s

11. Peotessional Consonmia

12. Insurance Corrgankis

13. 5MEs

14, Large Inchetrial Coinpandics

List ol Actairs:
[Patiend
[Pulblic
Chnician / Canar

4. Hospial Manager § Beecutive
5. Policy Makar f Public Decision Makar § Policy Advisor
6. Haalthcare Providar

7. Product Makor | Application Develaper

8. Principal Iwestigasor

5. Resaarchor

10 Pathird Advoacats
11 HTA Pagkent and Public Insobaarant Coansineion

12. Appraisal Comvamitton
13. Entrepianer

L5
a
=

Are there any specific roles or expertise areas that you believe are nat represented in the Stakeholders list?

List of Stakeholders:

1. Health Services! Hospitals / Healthcare Organizations
2 Health Industries / Business & Innovation Clusters
X Research Cemters  Universities

4 Gowernments  Regional — National Authorities

5 Cwersight / Regulatony Bodies

G Patient Growps  Healthcare Consumes Groups

7. Monprofit Groups  MGOs

8 Health Technology Assessment (HTA] Agencies

9 Health Professional Sooisties
10 Hemltheare Metwarks

11. Professional Corsortia

12 Insurance Companies

13 SMEs

14. Large Industrial Companies
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If you responded “Yes® ta the previous guestion, kindly provide further details.

ERfiar 0 anmwer

#re there any specific roles or expertise areas that you believe are not represented in the Actors list?
List of Actors:
1. Patsent
2 Public
3 Onician § Caner
4. Haspital Manager / Executive
5 Policy Maker / Public Decision Maker  Policy Acwisor
G Healthcare Provider
7. Product Maker / Apphcation Developer
& Principal Irvestigator
9. Researcher
10 Patient Advocate
11. HTA Patient and Public Invalvernent Coordinatar
12 Appraisal Committes
13 Entrepreneur

) wes
™

I you responded “Yes® to the previous guestion, kindly provide further details.

ENGT yur answer
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Retevance Check

List ol Stakishisl das:

Hgakh Sarvices’ Hospitak § Hoaltheare Organizations
Hgahh Wedustries / Business & Innowartion Clustars

List of Actors:

¢

Chiniclan { Carar
Hiospital Manager / Beacutive

Policy Makar / Fublic Decision Makar § Policy Advisor
Healhicars: Provider

Product Maker | Application Develaper

Principal westigatar

Fasnarcher

Patlent Advocate

T4, Fagient and Public inwaihamaent Coardinator
Appeaisal Commitias

H Ty

Are there Stakeholders who might hee similar roles and can be grouped together?

) s
) na

I you nesponded “Yes® to the previous guestion, kindly provide further details.

ENGT yur answer

#re there Actors wha might have similar robes and can be grouped together?

) es
) mo

If you responded “Yes® to the previous guestion, kindly provide further details.

ERfiar 0 anmwer
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Pricritization

List of Slakoholders:

Halth Sanbcis’ Hospitaks / Healthcars Orgarazations
Hahth Icestriis ¢ Business & Innation Clusters
Research Camtars / Universities

Gowsmments f Raglonal - Mational Autecrities
Crvarsight / Regulatory Bodies

Fatient Groups / Healhoae Consumar Groups
Monprofi Geoups £ MG0s

Hsahth Assossment [HTA) Aganchs
Hahth Profassional Sockios

Hahtheare Metwnrs

Protessional Consontla

InsLrance: Comganies

SMES

Large Inchestrial Corpanies

List of Actars:

Parthet

Pukdic

Chindclan ¢ Carar

Hospital Manager | Executive

Podicy Maker / Public Decision Makar f Policy Sdvison
Hsakhoars: Providar

Product Maker / Application Devaloper
Principal Invstigasor

Basiarcher

Patiert Acvocate

HTA Patient and Public Insokbament Coondinator
Appraisal Comenittes

ENMTegreneur

From the list or the stakchokders, ane there entities that you befieve should be grven @ higher priority due to their critical role or potential impact

on the project? Can you pleass prioitize below?

Proissional Coneaortia
Hualth Servicas/ Hoapials ¢ Heahthoan Ongankations
Hualth Industries { Businass B Innowation Custers
Rescarch Centers | Univarsities

Govemimants / Regioral - Matianal Authorites
Ceersight ! Reguiatony Bodies

Pagiant Groups / Haalthaane Coneamen Groups
Monpealit Groups  NGOs

Hualth Technology Assessmrant (HTA} Agerdies and Metworks

Health Prodessional Sodeties
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Fram the st or the Actors, ane there entities that you believe should be given a higher priority due to ther critical role or potential impact on
the project? Can you please prioritize below?

Fubilic
Clinkdan / Cares

Hospital Manages { Exarutive
Haaltheare Frowider

Froschact Maker / Application Dovologes
Frincipal Investigator

Risearcher

Fatent Advocate

HTA Patient and Public Imvchwament Cooedinatar

‘What do you believe in your experience: should the phases of a project like this. Please describe the stages in chronological onder.

Example:
1. Design
Z Development
3 Testing
4 Deplopmeent
5 Cnical Trials
G e

ENRGT your anawer

Mre there Stakeholders who might only need to be involved during specific phases or milestones of the propsct?

) ves
) Mo
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If wou respondad “Yes® to the previous question, kindly provide further details. PMlesse indicate who and at what stages.
ERar yoir arnswer

Are there Actors wha might andy need to be invoheed during specific phases or milestones of the project?
) wes

3 na

If you respondad “Yes® to the previous question, kindly provide further details. Flease indicate who and at what stages.

ENGT yur answer
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Historical Invalvernent

Lisat of Stakeholders:

Heahh Servcesf Hospitaks / Hasltheare Orgardzations
Heilth Wedostries [ Business B Innowartion Clusters
Rasaarch Cantars [ Univirsiies

Govamiments f Raqianal - Matkoeal Attt
Owarsight / Regulatory Bodies

Patient Groups / Healhan Consumir Groups

i
;
:

L]
L]
»  Chinician / Carar
»  Hopital Manager § Beecutive

»  Policy Maker [ Public Decision Maker  Policy Advisor
®  Healhcars Provider

»  Peoduct Makor { &pplication Devalopar

»  Principal Iwestigasor

o Eesparcheor

®  Patiert Acvocate

® A Fatkent and Pubilic Inwchssment Coordinaior

»  Appesisal Commitios

& ENreprenur

To your knowledge, have any of the listed Stakeholders been imvolved in similar projects or initiatiees in the past?

7 wes
) mo

If you responded “Yes® to the previous guestion, kindly provide further details. Was their involvement constructive, neutral, or obst ructiee?

ERRGT Yoo anawer

To your knawledge, have any of the listed Actors been mvobed in similar projects or inftiatives in the past?

) ves
) Mo
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If you responded “Yes™ to the previous question, kindly provide further details. 'Was their involeement constructive, neutral, or obstructiee?

EFRGr i anmwer

Based on past interactions, are there Stakeholders with whom we should establish early communication to address potentiall concerms ar
obijections?

() wves
) ha

If you responded “Yes® to the previous question, kindly provide further details.

ENiar yoar answar

Based on past interactions, are there fctors with whom we should establish early communication to address potential concems or objections?

) es
) o

If you responded “Yes™ to the previous guestion, kindly provide further details.

EFR Ot anmwer
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Questionnaire Quality
Fram 1 {Wery Exsy} to 5 {Mery Difficult], how essy did you find the questions of this guestionnaire?

T T W d

Please provide feedback (if any} on the questions of this guestionnaire and haw we could improve them.

ERRGr 00T anmwar
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12 Annex: SDQF Qualitative Dimensions Questionnaire

Accessibility

Accessibility refers to the degree to which data is easily obtainable, clearly presented in a way that can be understood and available in a suitable format.

ble, clearly pr d, understandable, and available in a suitable format?

To what degree is the data easily obtai

1. Data cannot be located or retrieved.
© 2. Data found only after substantial effort.

) 3. Data located with moderate effort; format occasionally unclear.
4. Data easily located; format mostly clear.

5. Data immediately accessible; format crystal-clear and user-friendly.

Use Permissiveness
Use permissiveness refers to the degree of permissiveness that licences and requirements for ethical and data governance approval grant to a user for the intended use.

To what degree are licences and governance requirements permissive for ethical and approved use of the data?

) 1. Use prohibited or severely restricted.

() 2. Multiple heavy constraints; licenses vague.
© 3.Some permissions granted but with non-trivial hoops.
() 4. Minor restrictions; licenses clear and largely permissive.

() 5.Fully open use; licenses explicitly encourage broad reuse.

Availability

Availability refers to the degree to which data is present, obtainable and ready for use.

To what degree is the data present, obtainable, and ready for use?

© 1.Data unavailable or offline.

2. Downloadable link is provided but download fails or broken links.

3. Occasional access issues without clear instruction or with formats issues.

() 4. Mostly stable and clear downloadable links with common formats.
() 5.Hosted on persistent, reliable repository with open, standard formats.

Compliance
Compliance refers to the degree to which data has attributes that adhere to standards, conventions or regulations in force and similar rules relating to data quality in a specific context of use.

To what degree does the data adhere to relevant standards, conventions, and regulations in force and similar rules relating to data quality in a specific context of use?

© 1. Noadherence to any standards or regulations.
() 2. Rough or partial compliance with many gaps.

() 3. Met with core standards with some edge cases non-compliant.
() 4. Satisfy all main regulations with minor deviations.

() 5. Fully compliant with all relevant standards/laws.
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Provenance

e means a iption of the source of the original or raw data prior to any sub. P ing or ion, including context, purpose, method and technology of data generation.

To what degree is the source, context, purpose, method, and technology of data generation documented?

1. No source or collection details.

2. Only source name is provided with no methods or context.

3. Basic methed description is provided but dates, operators, organizations, and other key components are missing.
© 4. Methods, purpose, dates, and other key components are provided but missing minor context.

() 5. Complete provenance is provided with detailed descriptions of method, system, dates, agents, data processing process.

Trustworthiness

Trustworthiness refers to the degree to which context information fosters trust in the data, e.g. by documenting agents involved in the provenance of data, data validation routines, the provenance of available
provenance information etc.

To what degree does documentation of agents, validation routines, and provenance foster trust in the dataset?

() 1. No information about data origin, agents, or validation.

() 2. Only some provenance or agent names mentioned, but no details on processes.
(") 3. Key agents and data-validation steps are named, but p e chains are il

© 4. Clear documentation of most agents, validation routines, and where provenance logs exist.

() 5. Comprehensive records of all agents, end-to-end validation processes, and detailed provenance metadata.

Consistency

Consistency refers to the degree to which data has attributes that are free from contradiction and are coherent with other data in a specific context of use. It can be either or both among data regarding one
entity and across similar data for comparable entities.

To what degree is the data free from internal contradictions and logically coherent?
() 1. Logical contradictions pervasive.

() 2. Frequent logical errors in data attributes (age=200 yrs old, male with pregnancy label).
() 3. Occasional inconsistencies in data attributes.

() 4. Rare inconsistencies.

© 5. Fully consistent throughout.
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